
Data Sheet

Whether through business consulting, 
technology consulting, education, or 
a combination of all three, McAfee 
Foundstone delivers strategic 
solutions to security challenges, going 
well beyond a short-term fix. Our 
security experts make sure you have 
the right processes and procedures 
in place, the most effective tools 
to support those processes and 
procedures, and the education to 
make it all work together effectively 
and seamlessly.

McAfee Foundstone customizes security services 
to meet your specific needs or implements one of 
the following services.

Strategic Consulting

Risk Management
•	 Threat Identification
•	 Asset Identification
•	 Risk Prioritization
•	 Vulnerability Identification
•	 Cost/Benefit Analysis

Privacy and Compliance
•	 PCI Data Security Standard Service
•	 Identity Theft Red Flags Rules Service
•	 Privacy Assessments

Security Program Development
•	 Policies and Process Development
•	 Risk Assessment Framework Development
•	 Incident Response Program Development
•	 Application and Software Development Life Cycle
•	 Vulnerability Management Program Development
•	 Strategic Security Roadmap Planning
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Incident Response
•	 IR Program Development
•	 IR Emergency Incident Response
•	 IR Forensic Investigation
•	 IR Partner Program
•	 Forensic and Incident Response Education (FIRE)

McAfee Foundstone Professional Services 
Strategic Security Solutions

McAfee® Foundstone® Professional Services balances the strategic benefits of 
business consulting with a tactical, hands-on approach to technology consulting and 
security training. 
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Technology Consulting

Software and Application Security Services
•	 Application Threat Modeling, Design, and 

Architecture
•	 Source Code Security Assessment
•	 Application Penetration Assessment
•	 Web Services Security Assessment
•	 Web Application Penetration Assessment

Network and Infrastructure Security
•	 Internal Assessment
•	 External Assessment
•	 Risk Assessment 
•	 Virtual Infrastructure Security Assessment
•	 Firewall Assessment
•	 Virtual Private Network (VPN) Assessment
•	 Modem Security Assessment (War Dialing)
•	 Wireless Security Assessment
•	 Social Engineering
•	 Host Security Configuration Assessment

»» Microsoft Windows Assessment
»» UNIX Environment Assessment
»» Router and Switch Assessment

•	 Network Architecture Assessment
•	 Mobile Security Assessment
•	 Voice Over IP (VoIP) Security Assessment
•	 Internet Protocol Television (IPTV) Security 

Assessment
•	 Physical Security Assesment
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Security Training

Software Security
•	 Building Secure Software
•	 Writing Secure Code—Java
•	 Writing Secure Code—ASP.NET
•	 Writing Secure Code—C++
•	 Writing Secure Code—PHP

Security Assessment
•	 Ultimate Hacking
•	 Ultimate Hacking: Expert
•	 Ultimate Hacking: Wireless
•	 Ultimate Hacking: Web

Certification Programs
•	 CISSP Prep Course
•	 Certified Ethical Hacker Course and Exam

Computer-Based Training
•	 Threat Modeling
•	 Writing Secure Code: Java
•	 Writing Secure Code: ASP.NET
•	 Writing Secure Code: C++ 

Custom Training
•	 Customized versions of any McAfee Foundstone 

public security class
•	 Ultimate Hacking: Windows Security
•	 Incident Response Training

(877) 91-FOUND

consulting@foundstone.com
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