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Event Data and Information Management
for Security and Compliance

Hewlett-Packard (HP) Compliance Log Warehouse adds powerful new
reporting to McAfee® ePolicy Orchestrator® software

HP Compliance Log Warehouse (CLW) 2.0 works seamlessly across products in the McAfee
portfolio to simplify the complexity of IT operations and reporting for governance, risk,

and compliance management. HP CLW collects and stores event log data from virtually
any McAfee product and provides a complete 360-degree view of system and user activity
directly into dashboards in McAfee ePolicy Orchestrator (McAfee ePO™) software, the
centralized security and compliance management platform offered by McAfee.

Business problem

Employees, partners, and outsourcing contractors need to access business data from numerous locations
using a variety of devices, applications, and networks. At the same time, sophisticated attacks and
internal violations yield substantial exposure to downtime, liability, and damage to corporate reputation.
In addition, regulatory mandates burden companies and government entities to protect the personal
private information they hold and to publicly disclose any breaches of access to this information.

Monitoring user, system, storage, and network activity enables IT organizations to respond to internal

or external risks, demonstrate compliance in accordance with governmental or industry regulations, and
conduct thorough forensic investigations. These activities involve the collection, storage, and analysis of
huge volumes (potentially hundreds of gigabits/day or more) of widely variable event log data. Ultimately,
businesses need solutions that cost effectively handle the integration, large volume, and complex analysis
needed to extract maximum reporting value from disparate, globally distributed, event log data sources.

McAfee and HP CLW solution and benefits

Together HP and McAfee provide customers with a unified enterprise security and compliance reporting
solution. Through HP CLW integration with McAfee ePO software, security professionals can easily
access real-time security event information as well as long-term trending and historical data for forensic
analysis. HP's CLW has a “deep linking” capability that enables users to click on a link in the McAfee
ePO software, which then launches an investigative console in context with specific parameters for
queries, reports, and dashboards. The McAfee ePO console can leverage HP CLW to deliver any one

of over 350 pre-packaged summary reports for security information and event management (SIEM),
security, and compliance regulations (such as PCI DSS, SOX, FFIEC, HIPAA, FISMA, NISPOM, and more).

In addition to collecting logs from McAfee ePO, HP CLW also collects and analyzes logs from an ever-
growing list of McAfee products, including:

» McAfee Secure Web (formerly Webwasher)

» McAfee Secure Content Manager

+ McAfee Host Intrusion Prevention System (formerly McAfee Entercept®)

+ McAfee Network Security Platform (formerly McAfee IntruShield®)

« McAfee Vulnerability Manager (formerly McAfee Foundstone® Enterprise)

» McAfee VirusScan Enterprise®

+ McAfee Secure Firewall (formerly Secure Computing Sidewinder)
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The flexibility of HP CLW makes it possible to add
support for new or future McAfee products. HP

CLW works seamlessly with other HP infrastructure
components as well, such as Universal Configuration
Management Database, BladeSystem, and ProCurve.

To address specific vertical needs, HP CLW also supports
solutions from key HP partners, such as SAP and Cerner.

Benefits

Together the McAfee ePO software and HP CLW provide:

- Powerful cross-product integration, enabling enhanced real-time event correlation, threat protection,
log management, and accurate reporting and auditing for compliance

« A flexible solution that can scale linearly as IT demands grow, performing customized, automated
log collection and analysis with optimal speed and efficiency, while maintaining 100 percent
data availability

» A means to efficiently manage massive amounts of data while facilitating structured queries that
can turn data into actionable intelligence, providing rapid time-to-value at a fraction of the cost of
traditional data warehousing and security solutions
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McAfee Compatible Solution: HP CLW 2.0 and McAfee ePO 4.0

About McAfee Security Innovation Alliance

The McAfee Security Innovation Alliance is the foundation of a technology ecosystem designed to
assemble the world's leading security innovations. Working together, McAfee and its partners deliver
solutions more comprehensive than those available from any single vendor. You'll find the McAfee
Compatible logo on products that have passed McAfee integration testing. For more information, visit
www.mcafee.com/sia.

About McAfee, Inc.

McAfee, Inc., headquartered in Santa Clara, California, is the world’s largest dedicated security
technology company. It delivers proactive and proven solutions and services that secure systems and
networks around the world, allowing users to browse and shop the web securely. With its unmatched
security expertise and commitment to innovation, McAfee empowers home users, businesses, the
public sector, and service providers by enabling them to comply with regulations, protect data, prevent
disruptions, identify vulnerabilities, and continuously monitor and improve their security.
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