
Solution Brief

Continuous Compliance Simplified
McAfee® Configuration Control centralizes and automates compliance 
monitoring and reporting in large, complex environments 

Regulatory mandates are expanding and proliferating faster than organizations can 
ramp up to meet their requirements. Deploying one point product for SOX compliance, 
another for PCI, and another still for HIPAA is a recipe for integration nightmares, 
manual workarounds, failed audits, and serious risks of punitive financial penalties. The 
costs and risks of piecemeal compliance are ultimately unacceptable and unsustainable. 
Organizations need a comprehensive solution that is tightly integrated, highly automated, 
extensible, scalable, and reliable. 

McAfee Configuration Control combines the advanced capabilities of McAfee Policy Auditor and McAfee 
Change Control to put you in command of your compliance requirements and keep you there. It 
automates data collection, benchmark-mapping, change-tracking, and reporting for any internal or 
external audits with proactive controls that keep you in seamless compliance. 

McAfee Policy Auditor: A Single Solution for Multiple-Mandate Policy Management 
McAfee Policy Auditor is a complete configuration management product that delivers simple, centralized 
policy definition and automated compliance auditing across multiplatform environments, including 
Microsoft Windows, Unix, and Linux systems. Easily create configuration policies from scratch, or select, 
clone, and customize policies from an extensive library of predefined rules. Included rule sets address 
key security standards (CIS, DISA, FDCC) and industry regulations (PCI, GLBA, SOX, HIPAA, COBIT, ISO). 
Audit scans automatically compare actual and defined configuration states, displaying the results on 
mandate-specific dashboards. Now you can review critical configuration events and compliance state 
data at a glance. 

McAfee Change Control: Automated, End-to-End Enforcement 
McAfee Change Control provides end-to-end policy enforcement that puts teeth in your policies and locks 
down configuration settings throughout your environment. File integrity monitoring tracks all changes to 
files, directories, and registry keys, providing visibility and real-time alerting to quickly resolve incidents and 
increase uptime. Change prevention capabilities based on read-and-write protection prevents out-of-policy 
changes and logs all attempts. Finally, McAfee Change Reconciliation maps all tracked changes to their 
originating requests in Remedy and other change management applications, effectively closing the 
loop on all change processes. 

Unified Management of Endpoint, Network, and Data Security 
Tight integration with the McAfee ePolicy Orchestrator (McAfee ePO) platform provides end-to-end 
visibility and powerful automations that slash incident response times. In addition, the McAfee ePO 
platform dramatically strengthens protection and drives down the cost and complexity of managing 
risk, security, and compliance.

Automate Your Compliance Assessment 
With multiple-mandate compliance audits and end-to-end change control, McAfee Configuration 
Control lets you automate much of your compliance assessment, monitoring, and reporting. System-
level controls give you flexible assessment capabilities, with your choice of on-demand or scheduled 
reporting.

Key Points

McAfee Configuration Control 
provides:
•	Centralized policy auditing and 

reporting
•	End-to-end change control and 

configuration integrity
•	Single-console management  

through tight integration with 
McAfee ePolicy Orchestrator® 
(McAfee ePO™) software

•	Fast, convenient extensibility for   
risk management, endpoint and 
network security, host intrusion 
prevention, application control,    
and vulnerability management
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Get Regulation-Specific Remediation Guidance 
By combining graphical reporting of actual configuration status with built-in benchmarks for key regula-
tions, McAfee Configuration Control delivers everything you need to quickly and accurately assess your 
compliance posture under multiple regulatory mandates, identify gaps, expedite remediation, and 
document the results. 

Realize Continuous Compliance 
End-to-end visibility and control helps you enforce centralized configuration management across servers 
and endpoints enterprise-wide. McAfee Configuration Control denies all unauthorized changes from 
targeted malware, user installations, and unintended changes that might jeopardize compliance or 
enterprise standards.

An Integrated and Extensible Compliance Solution 
Eliminate labor-intensive, error-prone integration of separate point products from multiple vendors for 
different platforms. Compliance is automatically integrated across all servers, endpoints, and networks, 
giving you real-time visibility into all your risk and compliance measures. 

Want to extend the capabilities of McAfee Configuration Control? Tight integration with other McAfee 
security and management products lets you easily automate risk management, endpoint and network 
security, host intrusion prevention, application control, and vulnerability management. 

A Simpler Solution for Continuous Compliance Assurance 
McAfee Configuration Control dramatically reduces the cost and complexity of regulatory compliance. 
It automates and centralizes policy management, compliance auditing, and change control across the 
largest environments. This customizable continuous compliance solution eliminates manual processes 
and point product integration, delivering single-console management and end-to-end visibility of 
requirements and compliance status under most major mandates. 

For more information about McAfee Continuous Compliance solutions, please visit us online at 
www.mcafee.com/continuouscompliance.


