
Solution Brief

Preventing Information Leaks
A more effective information protection solution to mitigate insider threats

Raytheon SureView integration with McAfee® ePolicy Orchestrator® (McAfee ePO™) 
software enables governmental and commercial enterprises to deploy and seamlessly 
manage command and control of SureView clients across the entire organization 
through their existing infrastructure, allowing for speedy implementation and efficient 
management of an effective cyberaudit program. 

An organization’s intellectual property—its sensitive information, inventions, and trade secrets— is its 
lifeblood. Cyberthreats designed to steal intellectual property find their way into organizations through 
many vectors, but at the root of all threats is human behavior. To protect digital assets, organizations 
must audit human behavior. Raytheon SureView, an appliance-based solution, audits and enforces 
policies across all endpoints and channels of communication.

The Visibility and Context You Need To Protect Against Insider Threats
A wide range of insider threats can jeopardize your organization. Accidental data leaks are only one 
dimension; threats come in all shapes and sizes—from well-intentioned, but inappropriate policy 
violations, to deliberate theft of intellectual property or sensitive information.

Finding them can be like finding a needle in a haystack. Where do you start? You need an information 
protection solution that audits all user activity without disrupting mission-critical business processes, 
and that easily distinguishes between malicious and benign behavior. SureView provides you with the 
context, evidence, and answers that you need, including visibility into laptops not connected to the 
network. SureView pinpoints policy violations on encrypted content in email text and attachments as 
well content offloaded to removable media such as thumb drives.

Trusted Mission Partner
Raytheon Oakley Systems has been a trusted mission partner of federal and commercial customers for a 
decade and is an industry leader in insider threat detection. SureView is developed by a team of insider 
threat experts and has been refined by a decade of real-world operations on our customers’ networks.

The Cyberaudit Solution
Raytheon SureView enables safe and effective use of mission-critical services by capturing human 
behaviors—without disruption—that serve as warning signs leading up to a breach. SureView replays 
the event in a DVR-like format, providing irrefutable and unambiguous attribution of end-user activity.

Raytheon SureView Integration with McAfee ePolicy Orchestrator Software
Integration with McAfee ePO software enables analysts to deploy and monitor the health and status 
of Raytheon SureView clients, perform version upgrades, and remove clients. Customers benefit from 
increased protection, visibility, and automation and enjoy reduced response times and lower overall 
management costs.
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Figure 1. Raytheon SureView and McAfee ePO software integration.

About Raytheon
Raytheon Company, with 2010 sales of $25 billion, is a technology and innovation leader specializing 
in defense, homeland security, cybersecurity, and other government markets throughout the world. 
Raytheon SureView enables safe and effective use of mission-critical technologies by capturing human 
behaviors that serve as warning signs leading up to a breach.

About McAfee ePolicy Orchestrator Software
McAfee ePO software is the industry-leading security and compliance management platform. With its 
single agent and single-console architecture, McAfee ePO software provides intelligent protection that 
is automated and actionable, enabling organizations to reduce costs and improve threat protection 
and compliance.
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DoD Insider Threat Program

“DoD agrees with the DNI that 
responsible information sharing 
must include mechanisms to 
safeguard intelligence while 
protecting valuable sources and 
methods … As an element of the 
DoD Insider Threat Program, USD(I) 
has been developing comprehensive 
policy for a DoD CI Insider Threat 
Program to detect, identify, assess, 
exploit, and deny insider threats 
that have a foreign nexus, and that 
may lead to espionage and support 
to international terrorism.” 

—Teresa Takai

Chief Information Officer and 
Acting Assistant Secretary of 

Defense for Networks and 
Information Integration

U.S. Department of Defense

For further information, contact 
Raytheon Intelligence and 
Information Systems: 
iiscommunications@raytheon.com 
or www.raytheon.com.   
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