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McAfee GroupShield for Lotus Domino

Windows Edition

Secure your Lotus Domino server from spam, viruses, and spyware

Viruses and worms can spread through email attachments and data files that are routinely
shared via your Lotus Domino databases. McAfee GroupShield protects against these
threats, blocks spam, and filters messages containing unwanted content.

KEY ADVANTAGES

Keep your system up

and running

Prevent viruses and worms from
propagating via Domino.

Keep your people productive
Block spam.

Single-console management
Manage GroupShield and other
McAfee security products with
McAfee ePolicy Orchestrator

or ProtectionPilot. Get control,
management, and reporting from
one powerful console.

Protect your information

Filter incoming and outgoing emails
to preserve information security
and reduce corporate liability.

Intuitive GUI

New user interface provides rich,
intuitive, in-product graphical
reporting, charts, and real-time
email traffic statistics.

McAfee

Protect your resources

McAfee® GroupShield® for Lotus Domino provides anti-virus, anti-spyware, anti-spam,
and content security for Lotus Domino servers. With advanced threat detection and
prevention technologies, GroupShield prevents malicious threats from damaging your
Domino servers or infecting your systems. GroupShield includes comprehensive content
filtering that allows you to control what gets sent or received by your users. The
optionally licensed McAfee Anti-Spam for GroupShield blocks spam very effectively.

Unbeatable virus detection and cleaning

McAfee GroupShield uses the award-winning McAfee scanning engine to detect,
clean, and block viruses, worms, Trojans, and other potentially unwanted programs.
Scans of your Lotus Domino files are fast and easy with in-memory and incremental
on-demand scans. In-memory scanning ensures that items can be scanned without
having to be written to disk, which reduces server load. The incremental on-demand
scans focus on documents created or updated since the last scheduled scan.

Content filtering

GroupShield allows you to filter messages based on size, attachment type, or contents.
This lets you prevent inappropriate information from coming into your network, as
well as guard against inappropriate or sensitive information traversing or leaving your
network. You can block or quarantine messages that contain specific words or phrases
in the subject line, message body, or attachments. Ensure compliance with corporate
email policies by adding disclaimers and filtering by file size.

Block spam

GroupShield for Domino includes a built-in anti-spam capability which is optionally
licensed. Third-party tests show that McAfee anti-spam blocks approximately 98
percent of spam, with no false positives. Advanced spam management features such
as McAfee Quarantine Manager lets your users receive daily spam digests, set up
blacklists and whitelists, and search the quarantine.

Manage your security

GroupShield for Domino can be managed via its built-in HTML interface, or via a Lotus
Notes client, or via McAfee's centralized management consoles—McAfee ePolicy
Orchestrator® (ePO™) or McAfee ProtectionPilot™ With ePO, you can manage multiple
McAfee security products from a single console and create detailed graphical reports.
ePO lets you remotely deploy GroupShield, saving time and valuable resources.



SPECIFICATIONS

Release 7.0
(Windows® only)

System requirements: Microsoft®

Windows 2000 or 2003 Server,

Windows 2000 Advanced Server

with SP4 or later, Microsoft

Windows 2003 Enterprise Server

with SP2 or later

Memory: Minimum 512 MB

RAM and recommended

1 GB RAM

Disk space: Minimum 1 GB per

partition, recommend 1.5 GB

per partition

Hardware: Intel Pentium

Supported Lotus Domino

versions:

o Lotus Domino version 6.0.2
or later

o Lotus Domino version 7.0.2

Web browser: Microsoft

Internet Explorer 6.0 or above

set as the default browser

McAfee

Features

¢ Advanced anti-virus technology
McAfee anti-virus technology blocks viruses, spyware, and other malicious code;
advanced heuristics and generic detection identifies unknown viruses and threats.

o Effective content filtering
With GroupShield, you can filter and block files and messages based on various
criteria: attachment file names, file types, subject line, message body, attachment
content (over 300 file types supported), or size. Create policies based on user or group.

e Central management and reporting
Because GroupShield is integrated with ePolicy Orchestrator and ProtectionPilot, you
can manage it and other McAfee security products from a single console and create
detailed graphical reports.

¢ Effective spam and phish blocking
Block incoming spam and phishing messages with minimal false positives using the
optionally licensed McAfee Anti-Spam for GroupShield.

¢ Always up to date
Protection from viruses is only as effective as the last update. GroupShield features
AutoUpdate, which enables the latest virus definition (DAT) files and spam rules to be
automatically downloaded via HTTP, FTP, network file share, or ePolicy Orchestrator.

¢ In-memory scanning
GroupShield for Lotus Domino scans items in memory without writing them to disk;
you get lightning-fast scans and reduced performance impact.

¢ Advanced spam management features
McAfee Quarantine Manager provides centralized management of spam and other
forms of quarantined mail across multiple Domino servers. Users can manage their
personal whitelists, blacklists, and spam quarantines.
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