
Is spam causing lost productivity in your workplace? In today’s
multi-faceted networking environments, it is essential to
ensure that content entering and leaving the organization
meets company security policies and privacy regulations.
But in the world of small- to medium-size businesses, there
is barely enough time and resources to handle day-to-day
operations—let alone the often complex management of 
e-mail security and spam protection.

Industry studies estimate that spam e-mail accounts for 25–50
percent of all e-mails received by organizations worldwide. Junk
e-mail is forecasted to cost U.S. corporations upward of $10
billion in 2003. Fortunately, you now have a powerful tool and a
strong business partner to fight off this modern-day nuisance.

McAfee® Managed Mail Protection quickly filters spam,
inappropriate content, and viruses away from your network
without the cost and hassle typically associated with e-mail
security. Compatible with all e-mail platforms (Exchange,
Outlook, and Lotus), Managed Mail Protection does not
require additional personnel resources or the purchase of
additional hardware and software to manage daily security
operations, which lowers the total cost of ownership of 
e-mail security. With comprehensive, in-the-cloud scanning,
inbound and outbound e-mails are first redirected to McAfee
to scan for spam, viruses, and inappropriate content before
reaching the gateway or before leaving the network.
Managed Mail Protection also provides additional protection
with visibility reports accessible from any Web browser
through McAfee’s secured Web portal. Visibility is crucial to
understanding your company’s e-mail status and throughput
statistics quickly and easily. With Managed Mail Protection,
you’ll receive always on, automatic mail protection
against spam, inappropriate content, and viruses, so you can
focus on your business instead.

Managed by McAfee

There’s no hardware to buy, no software to install, and no
security knowledge necessary! All this while increasing
employee productivity and lowering your total cost of e-mail
security ownership? Yes! Outsource your e-mail security
concerns to McAfee Managed Mail Protection, and you can
forget about your security headaches and sleep soundly at
night. Leave the administrative hassles to the experts at
McAfee, while lowering maintenance costs and operational
issues associated with a comprehensive e-mail solution. As
part of McAfee’s Secure Content Management solutions,

Managed Mail Protection delivers integrated, flexible tech-
nology, ensuring that a company’s inbound and outbound
communications are cleaned and secured. Enforcing secure
content policies with Managed Mail Protection automatically
safeguards your critical communications, while optimizing
resources, increasing productivity, and preventing internal
policy compromises. With Managed Mail Protection, one
security service offers multiple levels of managed protection
with the trusted technology from McAfee. 

Reduce the Effects of Spam

From friendly to malicious spam, approximately 25–50
percent of all e-mails received by organizations are spam.
Spam can cost companies between $600 and $1,000 per
year per employee in lost productivity. There are four key
areas where spam e-mails are costly to your organization.

• Lost Productivity—The amount of time your employees
waste reading and dealing with these unwanted e-mails
is the time they did not spend doing productive work.
Lost productivity for users is estimated to be the largest
spam-associated cost for companies 

• Inappropriate Content—Employees may receive e-mails
that may be deemed offensive and is most likely in violation
of company policy. Messages of adult, racist, or other
inappropriate content could have adverse legal conse-
quences for your company 

• Consumption of IT Resources—Spam e-mails can take
up considerable bandwidth in existing networks and
personnel time in e-mail management 

• Spam as a Security Threat—Spam is not just a
nuisance. E-mails can contain malicious code or
Distributed Denial of Service (DDoS) attacks; while 
virus-infected e-mails can use spam-like methods for
distribution, like the outbreak caused by the Sobig.F virus

Managed Mail Protection helps companies to protect against
time-wasting messages or inappropriate content without
increasing the workload on the overextended IT staff or on an
existing network. With built-in McAfee SpamKiller® technology,
Managed Mail Protection immediately catches 98 percent of
spam e-mails. It is further configurable, through the use of
blacklists and whitelists and a modifiable rule set, to catch
even more spam e-mails, as defined by your company’s 
anti-spam policy.
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Proactive Virus Protection before Threats Reach

Your Network

It’s reported that more than 75 percent of viruses are received
via e-mail. Viruses like Melissa, Goner, and Nimda have all used
e-mail applications to proliferate and cause chaos. Ensure that
your environment is free of viruses by having Managed Mail
Protection scan your e-mails for malicious threats prior to
reaching your mailboxes. Backed by the award-winning McAfee
virus scanning engine, Managed Mail Protection filters for
viruses, in addition to spam and inappropriate content, before
e-mails enter your network—ensuring your network is
protected from the latest threats.

Visibility, Reporting, and Customization at 

Your Fingertips

No need to go to the office just to check your security situa-
tion. Managed Mail Protection administrators can view their
quarantined messages and e-mail performance statistics 
with a secure Web interface, accessible from anywhere,
at anytime. Our Web interface also provides administrators
with the ability to customize spam and content filters for their
business environment. End users are given the additional
feature of creating their own spam filters for their mailboxes. 

McAfee Managed Mail Protection’s secure Web interface

enables administrators to manage and monitor their security

needs from anywhere and at anytime.

System Requirements

Managed Mail Protection is a managed security service that
does not install nor reside on the desktop, making system
requirements unnecessary. However, a company using
Managed Mail Protection will need to have its own mail
domain, such as yourdomain.com, with a static IP address and
a dedicated mail server, either in-house or hosted by an ISP.
By simply having the mail exchange (MX) record redirected
through the McAfee servers, mail traffic will be scanned
quickly and easily—before entering or leaving your network—
with less than a one-second delay in transit.

McAfee PrimeSupport

McAfee has pursued a strategy of providing best-of-breed
technology for each type of security and performance
management application—but the Protection-in-Depth™

Strategy is more than just deploying and implementing best-
of-breed solutions today. Prevention is certainly our first
priority, but inevitably, you will have to react to a problem.

The McAfee PrimeSupport® program is essential for making
the most of your investment in McAfee System and Network
Protection Solutions. McAfee’s PrimeSupport team has all the
right resources and is ready to deliver your needed service
solution. PrimeSupport resources include: delivering authoriza-
tion to access all available maintenance releases and product
upgrades, access to a comprehensive suite of additional online
self-support capabilities, live telephone support accessible
24/7/365, available assigned support account managers, and a
range of software and hardware support solutions that can be
tailored to meet your needs.


