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McAfee SecurityShield for Microsoft ISA Server  
Secure your ISA servers

As the first point of entry into your network, 

your firewall absolutely must be secure. Any 

unwanted elements—such as viruses, spam, and 

inappropriate content—need to be denied entry 

to your organization. Filter and keep track of the 

information passing through your Microsoft® ISA 

Servers with McAfee® SecurityShield.™

With anti-virus, anti-spam, anti-phishing, and content 
filtering, SecurityShield protects your Microsoft ISA 
2000 and 2004 Servers by filtering all network traffic. It 
automatically repairs, blocks, or quarantines infected traffic 
entering or leaving through key web and Internet email 
traffic protocols—SMTP, HTTP, and FTP.

Securing Content 

Now you can protect against inappropriate content coming 
into your network, as well as guard against sensitive 
information leaving your network. The SecurityShield email 
content filter blocks or quarantines messages containing 
specific words and phrases that violate content rules.

The optional McAfee SpamKiller® for SecurityShield detects 
and blocks spam, phishing, directory harvest attacks, and 
other forms of email abuse. Streaming updates ensure your 
protection is current. Plus, users get reports of what was 
blocked and can administer their own spam quarantines 
and manage their blacklists and whitelists.

Stop Attacks in Their Tracks 

McAfee Outbreak Manager proactively looks for suspicious 
email behavior patterns that may indicate new viruses, and 
implements a 24/7 automatic response to the outbreak as 
defined by your administrator. Outbreak Manager performs 
essential outbreak prevention tasks such as emergency 
DAT file updates, increasing scan settings, forcing heuristic 
analysis, blocking specific file types, and more.

Blocked email alert

Manage Your Security

SecurityShield works with McAfee ePolicy Orchestrator® 
(ePO™). ePO keeps protection up to date and monitors 
security status from a single console. With ePO, remote 
deployments and security management are easily managed 
from a central location.

Security Policies That Fit

Different groups in your organization may have different 
needs. For example, payroll may have different needs than 
manufacturing. SecurityShield lets you configure different 
security policies to meet the needs of these different groups. 
And to make it easy, you can access your Microsoft Active 
Directory.

Automatic Updates

Virus security products are only as good as their most recent 
updates. With SecurityShield, automatic updates ensure 
that your Microsoft ISA Servers are always up to date with 
the latest McAfee DAT files and engines.
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Learn More

Visit www.mcafee.com, or call us at 888.847.8766, 24 hours a 
day, seven days a week.

McAfee SecurityShield is part of the McAfee family of 
business security products and services. McAfee provides a 
comprehensive portfolio of integrated risk management and 
mitigation solutions that secure your business advantage.

Professional Services

Along with our partners, McAfee offers a wide variety of 
services to help you assess, plan, deploy, tune, and manage 
your security.

Technical Support

Make sure that everything runs smoothly during and after 
installation with flexible programs from McAfee Technical 
Support. Our highly skilled and certified security specialists 
have a wealth of knowledge and resources to meet your 
security needs. 

System Requirements 

Note: The following are general system requirements and 
may vary depending on the nature of your environment. 

k	 Platform: Microsoft ISA Server 2000, 2004, and 2006

k	 Operating system: Microsoft Windows® 2000 or 2003

k	 Disk space: 600 MB of hard-disk space or higher

k	 Memory: 512 MB RAM and 768 MB of paging space

k	 Processor: 566 MHz Pentium II or higher
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