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Key Advantages

Keep enterprise mobile devices free  
of malware at all entry points

Scan and clean malicious code from •	

inbound emails, outbound emails, 
text messages, attachments, and files 
Benefit from support for popular •	

connection methods: carrier  
data network, Bluetooth, Wi-Fi,  
and infrared 

Peace of mind with automatic  
security updates
Send out mobile device signature •	

updates over the air
Update the systems software and •	

policies using convenient ActiveSync 
method to a managed node and 
policies over Wi-Fi connectivity 

Cut IT overhead and simplify 
management

Manage mobile device security  •	

with McAfee ePO for greater 
efficiency and cost savings
Automate signature, system  •	

software, and policy updates from  
a centralized management console

The Challenge
Corporations worldwide have embraced smart 
mobile devices as an essential tool for employee 
productivity. Anywhere, anytime access to 
company information increases employee 
responsiveness and facilitates around-the-clock 
communication. Smart mobile devices will soon 
become as ubiquitous as corporate laptops. 
More than 100 million smartphones were 
shipped in 2007, and this is expected to reach 
nearly 400 million shipments by 2012.1 But the 
downside of this rapid growth combined with 
the widespread availability of developer toolkits 
is that cybercriminals are increasingly attracted 
to these devices. Sensitive corporate information 
in emails, downloads, and customer contacts on 
smartphones could get compromised and end 
up in the wrong hands, so securing smart mobile 
devices has become as important as protecting 
laptops and desktops.

McAfee VirusScan Mobile Enterprise 
Safeguard all smart mobile devices that run 
Microsoft Windows Mobile operating system with 
McAfee® VirusScan® Mobile Enterprise (VSME). 
This centrally managed anti-malware solution 
scans and cleans viruses, worms, dialers, Trojans, 
battery-sapping malware, and other malicious 
code. Mobile devices are protected at virtually 
every point of potential exposure—inbound emails, 
outbound emails, text messages, attachments, 
files, and Internet downloads over multiple 
connectivity mechanisms, including Bluetooth, 
Wi-Fi, or infrared connections. VirusScan Mobile 
Enterprise supports scheduled over-the-air 
signature updates, providing immediate protection 
against emerging threats. Manage your mobile 
security with McAfee ePolicy Orchestrator® 	
(ePO™) to significantly reduce IT overhead 	
and boost operational efficiency.

1	IDC report # 211431, WW Converged Mobile Device 2008-2012 
Forecast and Analysis: A Category Comes of Age, March 2008.

Enterprise Manageability
VirusScan Mobile Enterprise is administered 
by McAfee ePO, the award-winning security 
management console that delivers a coordinated, 
proactive defense against malicious threats and 
attacks for the enterprise. With ePO as the hub of 
McAfee security risk management (SRM) solutions, 
administrators can mitigate the risk of rogue, 
noncompliant systems; keep protection up to date; 
configure and enforce protection policies; and 
monitor security status 24/7 from one centralized, 
web-based console. Deploy ePO, and manage 
all of your new security solutions or extend your 
investment in enterprise security management 
by adding VirusScan Mobile Enterprise to your 
existing ePO infrastructure. With ePO, VirusScan 
Mobile Enterprise is easy to deploy, easy to 
configure, and easy to manage. As a result, ePO 
can be used to manage all of your corporate 
Windows-based mobile devices along with 	
other endpoints. 

Features and Benefits

Safeguard corporate assets and meet 
compliance requirements
Keep confidential information safe and avoid •	

potential data theft 
Comply with government and industry legislation •	

that requires enterprises to protect sensitive data

Maintain a high level of employee 
productivity
Viruses and other threats can interrupt mobile 
service and disrupt business communications. 
Secure corporate smartphones, so that employees 
stay productive and business runs smoothly.

McAfee VirusScan Mobile Enterprise 
Extending proven endpoint security to mobile devices
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Specifications

Managed Node
McAfee Agent version 3.5.5 Patch 1 •	

(or later)
Microsoft ActiveSync version 4.1  •	

(or later) for Windows XP systems
Microsoft Windows Mobile Device •	

Center (WMDC) version 6.1 (or later) 
for Windows Vista systems

VirusScan Mobile Enterprise
Windows Mobile 5.0 Smartphone •	

and Pocket PC devices
Windows Mobile 6.0 Professional •	

and Standard devices
Minimum 4 MB of free storage  •	

space for installing VirusScan  
Mobile Enterprise

McAfee ePolicy Orchestrator 4.0
Standard server requirements as •	

documented for McAfee ePO 4.0 

Update automatically to ensure that users  
are safe from current and emerging threats
Signatures are updated over the air through •	

wireless connectivity to the update server when 
on the network or to the McAfee public server 
when off the network
System software and policies are updated over •	

Microsoft ActiveSync with a managed node, 
such as a desktop or laptop. In addition, policies 
can be updated over wireless LAN connectivity 	
to ePO if available.

Prevent corruption and infection with on-
demand and on-event file and message scans 
Scan all file types (images, photos, video, and •	

more) and messages (text messages, emails, 	
and attachments) at a scheduled time
Scan files in real time when they are added 	•	

or modified and messages when they are sent 	
or received
Clean, delete, or quarantine infected files 	•	

and messages

Stay on top of your security status
Receive unprotected device notification when •	

the signature or policy update fails 
Receive alerts when the device is infected with •	

new malware

Centrally manage your mobile security with 
award-winning McAfee ePO
For convenient management, ePO administrators •	

can send short text messages to mobile devices 
for product-related updates and end-user 	
call-to-action items
Limit local control and changes to security •	

settings with the locked-down client agent 
Use a one-time passcode in the event the client •	

agent needs to be uninstalled through the 	
ePO-generated passcode
Log event entries on the device for 	•	

administrative purposes
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