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e Synopsis

A vulnerability exists in a Windows Common ActiveX control which may allow remote attackers to execute
arbitrary code.

e Vulnerable System or Application

Microsoft Visual Basic 6.0
Visual Studio .NET 2002 SP1
Visual Studio .NET 2003 SP1
Visual Fox Pro 8.0 SP1
Visual Fox Pro 9.0 SP1/SP2
Office Project 2003 SP3
Office Project 2007 Gold

e Vulnerability Information
CVE-2008-4255

An AV file with a specially crafted length may cause an allocation error which resulting in memory
corruption which can allow an attacker to execute arbitrary code.

e Resolution

Microsoft has released a security bulletin MS08-070 and associated patch for this vulnerability.

e Credits

This vulnerability was discovered by Mark Dowd of McAfee Avert Labs.
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