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e Synopsis

An unauthenticated remote user may be able to cause a host running
kadmind to execute arbitrary code.

Successful exploitation can compromise the Kerberos key database and
host security on the host running these programs. (kadmind typically
runs as root.) Unsuccessful exploitation attempts will likely result

in the affected program crashing.

Third-party applications calling the RPC library provided with MIT
krb5 may be vulnerable. Other RPC libraries derived from SunRPC may
be vulnerable.

e Vulnerable System or Application

> Kadmind from MIT releases up to and including krb5-1.6.1
> Third-party applications calling the RPC library included in MIT
releases up to and including krb5-1.6.1

e Vulnerability Information

A signedness error exists within the "gssrpc__svcauth_unix()" function in the RPC library, which is used by
kadmind and possibly other third-party products. This can be exploited to cause a stack-based buffer
overflow. Exploitation of this vulnerability to lead to execution of arbitrary code is believed to be difficult.

e Resolution

krb5-1.6.2 fixes this vulnerability



e Credits

This vulnerability was discovered by Wei Wang of McAfee Avert Labs.
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