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e Synopsis

A heap overflow vulnerability exists in MS Virtual PC and MS Virtual Server that allows a guest OS user to
execute arbitrary code on the host.

e Vulnerable System or Application

Microsoft Virtual PC 2004

Microsoft Virtual PC 2004 Service Pack 1
Microsoft Virtual Server 2005 Standard Edition
Microsoft Virtual Server 2005 Enterprise Edition
Microsoft Virtual Server 2005 R2 Standard Edition
Microsoft Virtual Server 2005 R2 Enterprise Edition
Microsoft Virtual PC for Mac Version 6.1

Microsoft Virtual PC for Mac Version 7

e Vulnerability Information

A guest OS running under the control of Virtual PC or Virtual Server can exchange messages with the
virtual machine monitor via dedicated assembly instructions. When parsing a certain type of such
messages, the virtual machine monitor does not sanitize all fields in the message, which may lead to a heap
overflow within the VMM and execution of arbitrary code on the host.

e Resolution

Microsoft has released a security bulletin and associated patch for this vulnerability:
http://www.microsoft.com/technet/security/Bulletin/MS07-049.mspx

e Credits

This vulnerability was discovered by Rafal Wojtczuk of McAfee Avert Labs.
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