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McAfee Hercules V-Flash Update
Version Detail Totals per Environment
Hercules Version(s) V-Flash Version Number Environment Total Remedies
4.0.0 400015001 Windows 2000 2
4.1.0/4.2.0/4.5.0 401009801 Windows Server 2003 2
Windows Vista Business 1
Windows Vista Home 1
Windows XP 1
Macintosh 10.4 1
Red Hat Enterprise Linux AS 1
(v.2.1)
Red Hat Enterprise Linux AS 1
(v.3)
Red Hat Enterprise Linux AS 1
(v. 4)
Red Hat Enterprise Linux ES 1
(v.2.1)
Red Hat Enterprise Linux ES 1
(v.3)
Red Hat Enterprise Linux ES 1
(v. 4)
Red Hat Enterprise Linux WS 1
(v.2.1)
Red Hat Enterprise Linux WS 1
(v.3)
Red Hat Enterprise Linux WS 1
(v. 4)
Solaris 10.x 1
Solaris 8.x 1
Solaris 9.x 1

Total 20

In our continuing effort to providing the latest vulnerability remediation data, McAfee has released this
V-Flash update for McAfee Hercules products. The following is a summary of the vulnerabilities and their
updated/added environments.

New/Updated Remedies




Name Status

62167 - Vulnerabilities in Microsoft Excel Could Allow Remote Updated
Code Execution (MS08-014)

Updated
Updated
Updated
Updated

63820 - Vulnerabilities in Microsoft Office Web Components Could Updated
Allow Remote Code Execution (MS08-017)

Updated

63979 - Multiple Sun Java Runtime Environment / Java New
Development Kit

New
New
63981 - RHSA-2008:0180: krb5 security update (Critical) New

New
New
63982 - RHSA-2008:0181: krb5 security update (Critical) New
New
New
New
New
New

63983 - Apple Mac OS X Security Update 2008-002 New

Environment
Windows 2000

Windows Server 2003

Windows Vista Business

Windows Vista Home
Windows XP
Windows 2000

Windows Server 2003
Solaris 10.x

Solaris 8.x
Solaris 9.x

Red Hat Enterprise Linux

AS (v. 4)

Red Hat Enterprise Linux

ES (v. 4)

Red Hat Enterprise Linux

WS (v. 4)

Red Hat Enterprise Linux

AS (v. 2.1)

Red Hat Enterprise Linux

AS (v. 3)

Red Hat Enterprise Linux

ES (v. 2.1)

Red Hat Enterprise Linux

ES (v. 3)

Red Hat Enterprise Linux

WS (v. 2.1)

Red Hat Enterprise Linux

WS (v. 3)
Macintosh 10.4

How to Apply V-Flashes

Hercules customers can use the Hercules Administrator to manage review/manage their V-Flash updates.
V-Flash update can be performed on demand or on a scheduled basis. To perform a V-Flash on demand,
go to the Operations Center and click on the V-Flash tab. Then click on V-Flash Now. The progress will be
indicated on the screen (refresh may be required). Settings can be modified by clicking the V-Flash
Settings button and modifying for the desired day interval and time and clicking OK. For full details on
V-Flash, consult the "Manage V-Flash Server Operations" section of the Hercules User's Guide.
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