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Updated Windows Vista Business

Updated Windows Vista Home

Updated Windows Server 2003

New Windows XP

29410 - Microsoft Windows Malicious Software Removal Tool Updated Windows 2000

Updated Windows XP

66118 - Vulnerability in Microsoft Jet Database Engine Could Allow 
Remote Code Execution (MS08-028)

New Windows 2000

New Windows Server 2003

New Windows XP

58459 - Microsoft Jet DataBase Engine MDB File Parsing Remote 
Buffer Overflow Vulnerability

New Windows 2000

New Windows Server 2003

Name Status Environment

New/Updated Remedies

Totals per EnvironmentVersion Detail

In our continuing effort to providing the latest vulnerability remediation data, McAfee has released this


V-Flash update for McAfee Hercules products.  The following is a summary of the vulnerabilities and their 
updated/added environments.

4.1.0/4.2.0/4.5.0 401010601

4.0.0 400015701

Hercules Version(s) V-Flash Version Number

Solaris 10.x 1

Windows Vista Business 3

Windows Vista Home 3

Windows XP 5

Windows 2000 5

Windows Server 2003 5

Total 22

Environment Total Remedies

McAfee Hercules V-Flash Update

An important note about MS08-029:

A remedy for Microsoft Security Bulletin MS08-029 "Vulnerability in Microsoft Malware Protection Engine 
Could Allow Denial of Service (952044)" will not be provided for Hercules Remediation Manager.  This 
update is an online update that is only deployed via a private internal deployment mechanism and is not 
publicly available as a patch binary.  Per Microsoft’s list of products affected by MS08-029, "These 
affected products provide built-in mechanisms for automatic detection and deployment of updates."  
Customers using Microsoft Malware Protection products can review the security bulletin for more 
information on deployment of these updates.
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Hercules customers can use the Hercules Administrator to manage review/manage their V-Flash updates.  
V-Flash update can be performed on demand or on a scheduled basis.  To perform a V-Flash on demand, 
go to the Operations Center and click on the V-Flash tab.  Then click on V-Flash Now.  The progress will be 
indicated on the screen (refresh may be required).  Settings can be modified by clicking the V-Flash 
Settings button and modifying for the desired day interval and time and clicking OK.  For full details on


V-Flash, consult the "Manage V-Flash Server Operations" section of the Hercules User's Guide.

How to Apply V-Flashes

New Windows Server 2003

66124 - Vulnerability in Microsoft Publisher Could Allow Remote 
Code Execution (MS08-027)

New Windows 2000

New Windows Vista Business

New Windows XP

New Windows Vista Home

65998 - Solaris 10: SCTP Protocol May Result in a Panic and 
Denial of Service (DoS)

New Solaris 10.x

66123 - Vulnerabilities in Microsoft Word Could Allow Remote 
Code Execution (MS08-026)

New Windows 2000

New Windows XP

New Windows Server 2003

New Windows Vista Home

New Windows Vista Business

Name Status Environment
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