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Updated Windows Server 2003

29410 - Microsoft Windows Malicious Software Removal Tool Updated Windows 2000

Updated Windows Vista Business

Updated Windows Vista Home

Name Status Environment

New/Updated Remedies

Totals per EnvironmentVersion Detail

In our continuing effort to providing the latest vulnerability remediation data, McAfee has released this


V-Flash update for McAfee Hercules products.  The following is a summary of the vulnerabilities and their 
updated/added environments.

4.1.0/4.2.0/4.5.0 401008101

4.0.0 400013301

Hercules Version(s) V-Flash Version Number

Red Hat Enterprise Linux WS 
(v. 3)

5

Red Hat Enterprise Linux ES 
(v. 3)

5

Red Hat Enterprise Linux ES 
(v. 4)

6

Red Hat Enterprise Linux AS 
(v. 3)

5

Red Hat Enterprise Linux WS 
(v. 2.1)

3

Red Hat Enterprise Linux ES 
(v. 2.1)

3

Red Hat Enterprise Linux AS 
(v. 2.1)

3

Red Hat Enterprise Linux AS 
(v. 4)

6

Windows Vista Business 6

Windows XP 8

Windows Server 2003 8

Windows 2000 6

Red Hat Enterprise Linux WS 
(v. 4)

6

Windows Vista Home 6

Total 76

Environment Total Remedies

McAfee Hercules V-Flash Update



New Windows Server 2003

58807 - Cumulative Security Update for Internet Explorer (MS07-
069)

New Windows 2000

New Windows Vista Business

New Windows XP

New Windows Vista Home

New Windows Vista Home

New Windows Vista Business

New Windows XP

New Windows XP

58795 - Vulnerability in Message Queuing Could Allow Remote 
Code Execution (MS07-065)

New Windows 2000

New Red Hat Enterprise Linux 
ES (v. 3)

58574 - RHSA-2007:1063: pcre security update (Important) New Red Hat Enterprise Linux 
AS (v. 3)

New Red Hat Enterprise Linux 
WS (v. 3)

New Windows Server 2003

New Windows XP

55512 - Microsoft Windows XP and Server 2003 secdrv.sys buffer 
overflow vulnerability

New Windows Server 2003

New Windows XP

56529 - Vulnerability in Macrovision Driver Could Allow Local 
Elevation of Privilege (MS07-067)

New Windows Server 2003

53190 - Windows Audit Management - Directory Services Access New Windows Server 2003

32641 - Legal Notice text missing - Department of Defense Updated Windows 2000

Updated Windows XP

Updated Windows XP

Updated Windows Server 2003

58787 - Vulnerabilities in DirectX Could Allow Remote Code 
Execution (MS07-064)

New Windows 2000

58789 - Vulnerability in Windows Kernel Could Allow Elevation of 
Privilege (MS07-066)

New Windows Vista Business

New Windows Vista Home

58790 - Vulnerability in Windows Media File Format Could Allow 
Remote Code Execution (MS07-068)

New Windows 2000

New Windows Vista Home

58788 - Vulnerability in SMBv2 Could Allow Remote Code 
Execution (MS07-063)

New Windows Vista Business

New Windows Vista Business

New Windows Server 2003

New Windows XP

New Windows Vista Home

Name Status Environment



New Red Hat Enterprise Linux 
WS (v. 4)

New Red Hat Enterprise Linux 
ES (v. 4)

58660 - RHSA-2007-0845 libvorbis security update New Red Hat Enterprise Linux 
AS (v. 3)

New Red Hat Enterprise Linux 
ES (v. 3)

New Red Hat Enterprise Linux 
AS (v. 4)

New Red Hat Enterprise Linux 
ES (v. 4)

New Red Hat Enterprise Linux 
ES (v. 3)

New Red Hat Enterprise Linux 
WS (v. 4)

New Red Hat Enterprise Linux 
WS (v. 3)

New Red Hat Enterprise Linux 
AS (v. 4)

New Red Hat Enterprise Linux 
ES (v. 4)

58575 - RHSA-2007:1068: pcre security update (Important) New Red Hat Enterprise Linux 
AS (v. 4)

58595 - RHSA-2007-0155 php security update New Red Hat Enterprise Linux 
AS (v. 3)

New Red Hat Enterprise Linux 
WS (v. 4)

58634 - RHSA-2007:1049: kernel security and bug fix update 
(Important)

New Red Hat Enterprise Linux 
AS (v. 3)

New Red Hat Enterprise Linux 
ES (v. 2.1)

58639 - RHSA-2007-1028 tetex security update New Red Hat Enterprise Linux 
AS (v. 2.1)

58657 - RHSA-2007-0905 kdelibs security update New Red Hat Enterprise Linux 
AS (v. 4)

New Red Hat Enterprise Linux 
WS (v. 2.1)

New Red Hat Enterprise Linux 
WS (v. 4)

New Red Hat Enterprise Linux 
WS (v. 3)

New Red Hat Enterprise Linux 
ES (v. 3)

New Red Hat Enterprise Linux 
ES (v. 4)

58638 - RHSA-2007-1025 gpdf security update New Red Hat Enterprise Linux 
AS (v. 4)

Name Status Environment



Hercules customers can use the Hercules Administrator to manage review/manage their V-Flash updates.  
V-Flash update can be performed on demand or on a scheduled basis.  To perform a V-Flash on demand, 
go to the Operations Center and click on the V-Flash tab.  Then click on V-Flash Now.  The progress will be 
indicated on the screen (refresh may be required).  Settings can be modified by clicking the V-Flash 
Settings button and modifying for the desired day interval and time and clicking OK.  For full details on


V-Flash, consult the "Manage V-Flash Server Operations" section of the Hercules User's Guide.

How to Apply V-Flashes

New Red Hat Enterprise Linux 
ES (v. 2.1)

New Red Hat Enterprise Linux 
ES (v. 3)

New Red Hat Enterprise Linux 
AS (v. 3)

New Red Hat Enterprise Linux 
AS (v. 4)

New Red Hat Enterprise Linux 
WS (v. 3)

New Red Hat Enterprise Linux 
WS (v. 4)

New Red Hat Enterprise Linux 
ES (v. 4)

New Red Hat Enterprise Linux 
WS (v. 2.1)

New Red Hat Enterprise Linux 
WS (v. 4)

New Red Hat Enterprise Linux 
WS (v. 3)

New Red Hat Enterprise Linux 
ES (v. 4)

58664 - RHSA-2007-0486-01 mod_perl security update New Red Hat Enterprise Linux 
AS (v. 2.1)

58665 - RHSA-2007-0513 gimp security update New Red Hat Enterprise Linux 
AS (v. 2.1)

New Red Hat Enterprise Linux 
WS (v. 2.1)

New Red Hat Enterprise Linux 
ES (v. 2.1)

Name Status Environment
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