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McAfee’s Avert Labs discovers and discusses key spam trends.
McAfee evaluates 2008’s spam “Winners and Losers” and releases
predictions on spam trends for 2009.
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“Winners and Losers™ and releases predictions on spam trends for 2009.

Journalist's Work Leads to 65% Drop in Spam

There are a number of companies in the security industry
that specialize in the quick and efficient takedown of
malicious sites—primarily those that are hosting phishing
web pages that attack their customers. However, Brian
Krebs, a Washington Post investigative technology reporter,
recently accomplished something that had never been done
before—he nearly killed spam! Well, at least, he helped
reduce it by as much as 65% for a couple of weeks.

In the fall of 2008, Mr. Krebs began an investigation of
the key infrastructure providers for the online cybercrime
scene. This led him to the identification of companies like
Atrivo and McColo—network hosting providers that had a
wide range of cybercriminal activity emanating from their
networks. On Atrvio’s network, a domain name registrar
called Estbomains allowed cybercriminals to register
hundreds of thousands of domains.

Hourly Spam Volume

Hour of the Day

In addition to shining a light on these dark areas of the
Internet through his reporting, Mr. Krebs also worked with
network carriers to shut down network access to these
hosted providers, effectively booting them off the Internet.
In the case of EstDomains, the result was de-accreditation
as a registrar by ICANN.

As a result of McColo's Internet lockout on Tuesday,
November 11, 2008, McAfee® TrustedSource™ Internet
Reputation System, registered a 65% drop in global

spam traffic. In the chart below, you can see the decline
in volume starting on Tuesday afternoon (EST). By 24
hours later, however, the spammers had rebounded and
levels were only 50% off normal spam traffic flow. The
rise continued on Thursday, November 13, although even
more than a month later spam levels were not yet back to
normal.
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Figure 1: Decrease in spam volume after McColo's Internet lockout
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The reason for this decrease was due to the large number
of command and control spam servers (C&Cs) located on
McColo's networks taken offline. These servers were the
ones that controlled millions of compromised PCs (zombies)
that were responsible for the majority of spam sent
worldwide. When these servers went offline, the zombies
effectively lost the connection to their ""brain’ and were no
longer commanded to send out spam.

Reports indicate that the Internet connection to McColo
was briefly re-enabled during the weekend after they were
shut off, in order to see what would happen. Spammers
took advantage of this to re-establish connectivity with the
botnets and tell them to look elsewhere for their command
and control. This has allowed them to restart the idle
botnet networks and begin spamming again.

Current spam levels have shown a significant increase in the
last few weeks but are still 40% less than levels prior to the
McColo takedown. Historically, the month of December is
when spam volume records are set. Before the takedown,
we were on our way to seeing a new spam volume record.
So the effect of the takedown is significant in many ways,
and we should rejoice for this holiday blessing. However,
spam volume slowly climbs each week, and we expect as
the command and control servers get new homes that junk
email will return to previous levels in due time.

Political Spam Aftermath

The political spamming that gave us so much amusement
during the U.S. election (and by the way the spammers
predictions were correct with an Obama victory) was
connected to the McColo hosting company. After the brief
shutdown of McColo, the volume of political spam dropped
substantially.

www.mcafee.com

Before the shutdown there was still a lot of McCain spam,
as we discussed in our last report. However, as the spam
has started to return, the McCain associations have not.
Current spam headlines do contain “Obama” but the new
president’s name does not appear to be a focus of the
spammers at this time.
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Figure 3: IRS Tax related spam email

The Season for Tax Relief Junk Email

With tax season fast approaching, we've been keeping
an eye out for tax scams. In 2008, we saw tax scams used
for "spear phishing' as well as for general malware
distribution This year we are seeing full corporate fronts
that lure people in and convince them to expose their
financial information. Until we have a tax system that
doesn't involve the collection of personal
~ data, this will remain a very exploitable

~ vector for criminals.

With the improving professionalism in scam
corporate fronts, they are likely to be very
effective this year, unless consumers and
enterprises are protected by a web security
product or service that employs a reputation
system. Here are examples (See Figure 3 and 4).

McAfee Avert Labs has released a document
covering the evolving nature of threats that
are targeting the browser:

Figure 2: Volume of political spam nearly disappeared with McColo's shutdown
(source: TrustedSource)
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http://www.securecomputing.com/pdf/
WebBrowsersNov08.pdf.
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Figure 4: IRS Tax scam website

The End of Domain Tasting

Domain tasting is the systematic abuse of ICANN’s five-

day “grace period” that allows an individual to register

a domain name and return it for a full refund within five
days. For years, many online advertisers, and some registrars

Note the rapid decline in the slope of the graph that begins
in late June. ICANN reported that Add Grace Period (AGP)
deletes are down by 84% since June!. This means that there
are now fewer daily registrations of profane or malicious
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their portfolio that are
exchanged daily for ones
that can result in better search engine placement and
generate more advertising revenue.

After much pressure and debate, ICANN’s board adopted a
recommendation by the GNSO (Generic Names Supporting
Organization) Council that applies limits on the impact and
scale of domain tasting. After three months of this policy,
we can see the results in Figure 5.
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Figure 5: Daily number of domain registrations within .com registry

The proposal for the
permanent change

is now available for public comment and we encourage
everyone to give ICANN feedback? on this practice and the
proposed policy change.

1 http://www.icann.org/en/announcements/announcement-13nov08-en.htm
2 http://www.icann.org/en/announcements/announcement-20oct08-en.htm






