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2012-JAN-27

MCAFEE FOUNDSTONE FSL UPDATE
To better protect your environment McAfee has created this FSL check update for the Foundstone Product Suite. The following is
a detailed summary of the new and updated checks included with this release.

 NEW CHECKS

 13220 - Wireshark NULL Pointer Dereference Packet Information Parsing Denial of Service

Category: Windows Host Assessment -> Miscellaneous
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2012-0042

DISA IAVA: 2012-B-0007

BID: 51368

Description

A denial of service vulnerability is present in some versions of Wireshark.

Observation

A denial of service vulnerability is present in some versions of Wireshark. 

The flaw lies in the processing of NULL pointers when displaying packet information. Successful exploitation by a remote attacker
could result in a denial of service condition. The vulnerability can be triggered by sending malformed data or convincing a victim to
open a malicious packet trace file.

 13221 - Wireshark RLC Packet Capture File Handling Denial of Service

Category: Windows Host Assessment -> Miscellaneous
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2012-0043

DISA IAVA: 2012-B-0007

BID: 51368

Description

A denial of service vulnerability is present in some versions of Wireshark.

Observation

A denial of service vulnerability is present in some versions of Wireshark. 

The flaw is due to a buffer overflow in the RLC dissector. Successful exploitation by a remote attacker could result in a denial of
service condition. The vulnerability can be triggered by sending malformed data or convincing a victim to open a malicious packet
trace file.

 13222 - Wireshark File Parser Capture File Handling Denial of Service

Category: Windows Host Assessment -> Miscellaneous
(CATEGORY REQUIRES CREDENTIALS)
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Risk Level: High

CVE: CVE-2012-0041

DISA IAVA: 2012-B-0007

BID: 51368

Description

A denial of service vulnerability is present in some versions of Wireshark.

Observation

A denial of service vulnerability is present in some versions of Wireshark. 

The flaw is due to record sizes for many packet capture file formats are not properly checked. Successful exploitation by a remote
attacker could result in a denial of service condition. The vulnerability requires the victim to open a malicious packet trace file.

 13225 - HP Easy Printer Care XMLCacheMgr Class ActiveX Control Remote Code Execution Vulnerability

Category: Windows Host Assessment -> Miscellaneous
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2011-4786

Description

A remote code execution vulnerability is present in some versions of HP Easy Printer Care.

Observation

HP Easy Printer Care Software used to control and monitor multiple HP LaserJet and Inkjet printers. 

A remote code execution vulnerability is present in some versions of HP Easy Printer Care. A flaw is present in
CacheDocumentXMLWithId() method of XMLCacheMgr class ActiveX control. This issue is caused by a directory traversal, which
allows an attacker to write arbitrary content to the file system.

 13227 - HP Easy Printer Care XMLSimpleAccessor ActiveX Control Remote Code Execution Vulnerability

Category: Windows Host Assessment -> Miscellaneous
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2011-4787

Description

A remote code execution vulnerability is present in some versions of HP Easy Printer Care.

Observation

HP Easy Printer Care Software used to control and monitor multiple HP LaserJet and Inkjet printers. 

A remote code execution vulnerability is present in some versions of HP Easy Printer Care. A flaw is present in LoadXML()
method of XMLSimpleAccessor class ActiveX control. Successful exploitation could allow an attacker to execute arbitrary code.

 13231 - Oracle Database Server Listener Oracle Net Denial Of Service

Category: General Vulnerability Assessment -> NonIntrusive -> Miscellaneous

Risk Level: High
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CVE: CVE-2012-0072

DISA IAVA: 2012-A-0014

Description

A denial of service vulnerability in Core RDBMS is present in some versions of Oracle Database Server.

Observation

Oracle Database is a popular enterprise class database software developed by Oracle. 

A denial of service vulnerability in Core RDBMS is present in some versions of Oracle Database Server. 

The flaw lies in listener component of the Core RDBMS. Attackers can exploit this issue to cause partial denial of service
conditions.

 13233 - 7-Technologies Interactive Graphical SCADA System Insecure Library Loading Remote Code
Execution
Category: Windows Host Assessment -> SCADA
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2011-4053

BID: 51438

Description

A remote code execution vulnerability is present in some versions of 7-Technologies Interactive Graphical SCADA System.

Observation

A remote code execution vulnerability is present in some versions of 7-Technologies Interactive Graphical SCADA System. 

The flaw is due to certain libraries are loaded by the application in a insecure manner. Successful exploitation by a remote
attacker could result in the execution of arbitrary code. The vulnerability requires the victim to be convinced to open a malicious
file. 

 13210 - WordPress Pretty Link Lite Plugin Slug Cross Site Scripting

Category: General Vulnerability Assessment -> NonIntrusive -> Web Server

Risk Level: Medium

Description

A cross site scripting vulnerability is present in some versions of Pretty Link Plugin for WordPress.

Observation

WordPress is a popular blog web application. 

A cross site scripting vulnerability is present in some versions of Pretty Link Plugin for WordPress. 

The flaw is caused by the improper cleaning of the input passed to the slug parameter in wp-content/plugins/pretty-link/pretty-
bar.php. This flaw can be exploited to execute arbitrary HTML and script code in a user's browser session in context of a
compromised site.

 13215 - WordPress Count Per Day Plugin Two Vulnerabilities

Category: General Vulnerability Assessment -> NonIntrusive -> Web Server
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Risk Level: Medium

Description

Two vulnerabilities are present in some versions of Count Per Day plugin for WordPress.

Observation

WordPress is a popular blog web application. 

Two vulnerabilities are present in some versions of Count Per Day plugin for WordPress. Input passed via the "map" parameter in
wp-content/plugins/count-per-day/map/map.php and the "f" parameter in wp-content/plugins/count-per-day/download.php is not
properly sanitised, which can be exploited to execute arbitrary HTML code in a user's browser session or to disclose the contents
of arbitrary files.

 13223 - Hitachi IT Operations Analyzer Unspecified Cross Site Scripting

Category: Windows Host Assessment -> Miscellaneous
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

BID: 51340

Description

A cross site scripting vulnerability is present in some versions of Hitachi IT Operations Analyzer.

Observation

A cross site scripting vulnerability is present in some versions of Hitachi IT Operations Analyzer. 

The flaw is caused by the improper cleaning of the user input data. This can be exploited to execute arbitrary HTML and script
code in a user's browser session in context of an compromised site.

 13226 - Oracle Database January 2012 Critical Patch Update

Category: General Vulnerability Assessment -> NonIntrusive -> Miscellaneous

Risk Level: Medium

CVE: CVE-2012-0082, CVE-2012-0072

DISA IAVA: 2012-A-0014

Description

Multiple vulnerabilities have been addressed by Oracle in the Critical Patch Update for January 2012.

Observation

Oracle Database is a popular enterprise class database software developed by Oracle. 

Multiple vulnerabilities have been addressed by Oracle in the Critical Patch Update for January 2012. 

Vulnerabilities exist in Oracle Database that may at worst allow for complete system compromise. Many of these vulnerabilities
allow for remote exploitation without authentication. Oracle has released the Critical Update for January 2012 to address these.
The affected components are: 

Oracle Database 11g Release 2, versions 11.2.0.2, 11.2.0.3 
Oracle Database 11g Release 1, version 11.1.0.7 
Oracle Database 10g Release 2, versions 10.2.0.3, 10.2.0.4, 10.2.0.5 
Oracle Database 10g Release 1, version 10.1.0.5 
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 13228 - Yahoo Messenger JPG Photo Sharing Integer Overflow Vulnerability

Category: Windows Host Assessment -> Miscellaneous
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2012-0268

BID: 51405

Description

An integer overflow vulnerability is present in some versions of Yahoo Messenger.

Observation

Yahoo Messenger is a popular instant messaging client. 

An integer overflow vulnerability is present in some versions of Yahoo Messenger. A flaw is present in YImage.dll file, while
processing specially crafted JPG file. Successful exploitation could allow an attacker to execute arbitrary code.

 13230 - Oracle Database Server Core RDBMS Create Session Information Disclosure

Category: General Vulnerability Assessment -> NonIntrusive -> Miscellaneous

Risk Level: Medium

CVE: CVE-2012-0082

DISA IAVA: 2012-A-0014

Description

An information disclosure vulnerability in Core RDBMS is present in some versions of Oracle Database Server.

Observation

Oracle Database is a popular enterprise class database software developed by Oracle. 

An information disclosure vulnerability in Core RDBMS is present in some versions of Oracle Database Server. 

The flaw can be exploited in the core RDBMS to partially modify data on the target system . The attacker must have 'Create
session' privileges for a successful exploitation. 

 13234 - Apache Tomcat Request Object Recycle Security Bypass Vulnerability

Category: General Vulnerability Assessment -> NonIntrusive -> Web Server

Risk Level: Medium

CVE: CVE-2011-3375

BID: 51442

Description

A security bypass vulnerability is present in some versions of Apache Tomcat.

Observation

Apache Tomcat is a container for Java Servlet and Java Server Pages Web applications. 

A security bypass vulnerability is present in some versions of Apache Tomcat. A flaw is present in the application, which fails to
recycle the request object prior to being used for the next request. Successful exploitation could allow an attacker to obtain
sensitive information.
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 13229 - Oracle Fusion Middleware Oracle WebLogic Server Denial Of Service

Category: Windows Host Assessment -> Miscellaneous
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Low

CVE: CVE-2011-3566

DISA IAVA: 2012-A-0012

Description

A denial of service vulnerability is present in some versions of Oracle WebLogic Server in Oracle Fusion Middleware.

Observation

A denial of service vulnerability is present in some versions of Oracle WebLogic Server in Oracle Fusion Middleware. 

 13232 - Oracle Fusion Middleware Oracle WebLogic Server Information Disclosure

Category: Windows Host Assessment -> Miscellaneous
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Low

CVE: CVE-2012-0077

DISA IAVA: 2012-A-0012

Description

An information disclosure vulnerability is present in some versions of Oracle WebLogic Server in Oracle Fusion Middleware.

Observation

An information disclosure vulnerability is present in some versions of Oracle WebLogic Server in Oracle Fusion Middleware.

 ENHANCED CHECKS
The following checks have been updated. Enhancements may include optimizations, changes that reflect new information on a
vulnerability and anything else that improves upon an existing FSL check.

 5230 - (MS07-033) Microsoft Language Pack Installation Vulnerability (933566)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

Check Version: 1.3637

CVE: CVE-2007-3027, CVE-2007-0218, CVE-2007-1499, CVE-2007-1750, CVE-2007-1751, CVE-2007-1752, CVE-2007-2222

DISA IAVA: 2007-A-0034

Microsoft ID: MS07-033

Update Details

Recommendation is updated.

 5231 - (MS07-033) Microsoft Uninitialized Memory Corruption Vulnerability (933566)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)
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Risk Level: High

Check Version: 1.3637

CVE: CVE-2007-1751, CVE-2007-0218, CVE-2007-1499, CVE-2007-1750, CVE-2007-1752, CVE-2007-2222, CVE-2007-3027

DISA IAVA: 2007-A-0034

Microsoft ID: MS07-033

Update Details

Recommendation is updated.

 5232 - (MS07-033) Microsoft Speech Control Memory Corruption Vulnerability (933566)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

Check Version: 1.3637

CVE: CVE-2007-2222, CVE-2007-0218, CVE-2007-1499, CVE-2007-1750, CVE-2007-1751, CVE-2007-1752, CVE-2007-3027

DISA IAVA: 2007-A-0034

Microsoft ID: MS07-033

Update Details

Recommendation is updated.

 5517 - (MS07-057) Microsoft Internet Explorer Script Error Handling Memory Corruption Vulnerability
(939653)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

Check Version: 1.4348

CVE: CVE-2007-3893, CVE-2007-1091, CVE-2007-3826, CVE-2007-3892

DISA IAVA: 2007-A-0046

Microsoft ID: MS07-057

Update Details

Recommendation is updated.

 6283 - (MS08-073) Microsoft Internet Explorer HTML Objects Memory Corruption Vulnerability (958215)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-4259

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-073

Update Details

Recommendation is updated.
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 6284 - (MS08-073) Microsoft Internet Explorer HTML Rendering Memory Corruption Vulnerability (958215)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-4261

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-073

Update Details

Recommendation is updated.

 6285 - (MS08-073) Microsoft Internet Explorer Parameter Validation Memory Corruption Vulnerability
(958215)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-4258

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-073

Update Details

Recommendation is updated.

 6286 - (MS08-073) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability (958215)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-4260

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-073

Update Details

Recommendation is updated.

 6301 - Microsoft Internet Explorer Nexted XML Code Execution Vulnerability

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-4844

DISA IAVA: 2008-A-0090

Microsoft ID: MS08-078

Microsoft KB: KB961051
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Update Details

Recommendation is updated.

 6424 - (MS09-002) Microsoft Internet Explorer CSS Memory Corruption Vulnerability CVE-2009-0075
(961260)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-0075

DISA IAVA: 2009-A-0127

Microsoft ID: MS09-002

Update Details

Recommendation is updated.

 6425 - (MS09-002) Microsoft Internet Explorer CSS Memory Corruption Vulnerability CVE-2009-0076
(961260)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-0076

DISA IAVA: 2009-A-0127,2009-A-0014

Microsoft ID: MS09-002

Update Details

Recommendation is updated.

 6606 - (MS09-014) Microsoft Internet Explorer Page Transition Memory Corruption Vulnerability (963027)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-0551

DISA IAVA: 2009-A-0127,2009-A-0034

Microsoft ID: MS09-014

Update Details

Recommendation is updated.

 6607 - (MS09-014) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability (963027)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-0552
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DISA IAVA: 2009-A-0127,2009-A-0034

Microsoft ID: MS09-014

Update Details

Recommendation is updated.

 6608 - (MS09-014) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability II (963027)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-0553

DISA IAVA: 2009-A-0127,2009-A-0034

Microsoft ID: MS09-014

Update Details

Recommendation is updated.

 6609 - (MS09-014) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability III (963027)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-0554

DISA IAVA: 2009-A-0127,2009-A-0034

Microsoft ID: MS09-014

Update Details

Recommendation is updated.

 6610 - (MS09-014) Microsoft Internet Explorer WinINet Remote Code Execution vulnerability (963027)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-0550

DISA IAVA: 2009-A-0127,2009-A-0034

Microsoft ID: MS09-014

Update Details

Recommendation is updated.

 6745 - (MS09-019) Microsoft Internet Explorer DHTML Object Memory Corruption Vulnerability (969897)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High
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CVE: CVE-2009-1141

DISA IAVA: 2009-A-0127

Microsoft ID: MS09-019

Update Details

Recommendation is updated.

 6746 - (MS09-019) Microsoft Internet Explorer HTML Object Memory Corruption (969897)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-1528

DISA IAVA: 2009-A-0127

Microsoft ID: MS09-019

Update Details

Recommendation is updated.

 6747 - (MS09-019) Microsoft Internet Explorer HTML Objects Memory Corruption Vulnerability (969897)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-1530

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-019

Update Details

Recommendation is updated.

 6748 - (MS09-019) Microsoft Internet Explorer HTML Objects Memory Corruption Vulnerability II (969897)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-1531

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-019

Update Details

Recommendation is updated.

 6749 - (MS09-019) Microsoft Internet Explorer HTML Objects Memory Corruption Vulnerability III (969897)

Category: Windows Host Assessment -> Patches and Hotfixes
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(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-1532

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-019

Update Details

Recommendation is updated.

 6751 - (MS09-019) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability (969897)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-1529

DISA IAVA: 2009-A-0127

Microsoft ID: MS09-019

Update Details

Recommendation is updated.

 6904 - (MS09-034) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability (972260)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-1919

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-034

Update Details

Recommendation is updated.

 6905 - (MS09-034) Microsoft Internet Explorer HTML Objects Memory Corruption Vulnerability (972260)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-1918

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-034

Update Details

Recommendation is updated.

 6906 - (MS09-034) Microsoft Internet Explorer Memory Corruption Vulnerability (972260)
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Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-1917

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-034

Update Details

Recommendation is updated.

 7194 - (MS09-054) Data Stream Header Corruption Vulnerability (974455)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-1547

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-054

Update Details

Recommendation is updated.

 7195 - (MS09-054) Uninitialized Memory Corruption Vulnerability (974455)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-2530

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-054

Update Details

Recommendation is updated.

 7196 - (MS09-054) HTML Component Handling Vulnerability (974455)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-2529

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-054

Update Details

Recommendation is updated.
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 7197 - (MS09-054) Uninitialized Memory Corruption Vulnerability II (974455)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-2531

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-054

Update Details

Recommendation is updated.

 7224 - (MS09-054) Cumulative Security Update For Internet Explorer (974455)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-1547, CVE-2009-2529, CVE-2009-2530, CVE-2009-2531

Update Details

Recommendation is updated.

 7346 - (MS09-014) Cumulative Security Update For Internet Explorer (963027)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-2540, CVE-2009-0550, CVE-2009-0551, CVE-2009-0552, CVE-2009-0553, CVE-2009-0554

Update Details

Recommendation is updated.

 7350 - (MS09-002) Cumulative Security Update For Internet Explorer (961260)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-0075, CVE-2009-0076

Update Details

Recommendation is updated.

 7377 - (MS09-019) Cumulative Security Update for Internet Explorer (969897)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High
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CVE: CVE-2009-1532, CVE-2009-1531, CVE-2009-1530, CVE-2009-1529, CVE-2009-1528, CVE-2009-1141, CVE-2009-1140,
CVE-2007-3091

Update Details

Recommendation is updated.

 7456 - (MS09-072) ATL COM Initialization Vulnerability (976325)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-2493

DISA IAVA: 2010-A-0023,2009-A-0097

Microsoft ID: MS09-072

Update Details

Recommendation is updated.

 7457 - (MS09-072) Uninitialized Memory Corruption Vulnerability (976325)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-3671

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-072

Update Details

Recommendation is updated.

 7458 - (MS09-072) HTML Object Memory Corruption Vulnerability (976325)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-3672

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-072

Update Details

Recommendation is updated.

 7459 - (MS09-072) Uninitialized Memory Corruption Vulnerability III (976325)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High
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CVE: CVE-2009-3673

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-072

Update Details

Recommendation is updated.

 7460 - (MS09-072) Uninitialized Memory Corruption Vulnerability II (976325)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-3674

DISA IAVA: 2010-A-0014

Microsoft ID: MS09-072

Update Details

Recommendation is updated.

 7466 - (MS09-072) Cumulative Security Update For Internet Explorer (976325)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2009-2493, CVE-2009-3671, CVE-2009-3672, CVE-2009-3673, CVE-2009-3674

Update Details

Recommendation is updated.

 7677 - (MS10-002) Microsoft Internet Explorer HTML Object Memory Corruption Vulnerability II (978207)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0249

DISA IAVA: 2010-A-0014

Microsoft ID: MS10-002

Microsoft KB: 978207

BID: 37815

Update Details

Recommendation is updated.

 7724 - (MS10-002) Microsoft Internet Explorer URL Validation Vulnerability (978207)

Category: Windows Host Assessment -> Patches and Hotfixes
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(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0027

DISA IAVA: 2010-A-0029,2010-A-0014

Microsoft ID: MS10-002

Microsoft KB: 978207

Update Details

Recommendation is updated.

 7725 - (MS10-002) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability (978207)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0244

DISA IAVA: 2010-A-0014

Microsoft ID: MS10-002

Microsoft KB: 978207

Update Details

Recommendation is updated.

 7726 - (MS10-002) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability II (978207)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0245

DISA IAVA: 2010-A-0014

Microsoft ID: MS10-002

Microsoft KB: 978207

Update Details

Recommendation is updated.

 7727 - (MS10-002) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability III (978207)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0246

DISA IAVA: 2010-A-0014

Microsoft ID: MS10-002

Microsoft KB: 978207
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Update Details

Recommendation is updated.

 7728 - (MS10-002) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability IV (978207)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0247

DISA IAVA: 2010-A-0014

Microsoft ID: MS10-002

Microsoft KB: 978207

Update Details

Recommendation is updated.

 7729 - (MS10-002) Microsoft Internet Explorer HTML Object Memory Corruption Vulnerability (978207)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0248

DISA IAVA: 2010-A-0014

Microsoft ID: MS10-002

Microsoft KB: 978207

Update Details

Recommendation is updated.

 7731 - (MS08-024) Cumulative Security Update For Internet Explorer (947864)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-1085

Update Details

Recommendation is updated.

 7743 - (MS10-002) Cumulative Security Update For Internet Explorer (978207)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

Microsoft ID: MS10-002

Update Details
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Recommendation is updated.

 7804 - (MS08-031) Cumulative Security Update For Internet Explorer (950759)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-1442, CVE-2008-1544

Update Details

Recommendation is updated.

 7817 - (MS10-035) Microsoft Internet Explorer Cross-Domain Information Disclosure Vulnerability (982381)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0255

DISA IAVA: 2010-A-0105

Microsoft ID: MS10-035

Microsoft KB: 980088

BID: 509345

Update Details

Recommendation is updated.

 7825 - (MS08-010) Cumulative Security Update For Internet Explorer (944533)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-0076, CVE-2008-0077, CVE-2008-0078, CVE-2007-4790

Update Details

Recommendation is updated.

 8099 - (MS08-045) Cumulative Security Update For Internet Explorer (953838)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-2256, CVE-2008-2255, CVE-2008-2254, CVE-2008-2257, CVE-2008-2258, CVE-2008-2259

Microsoft ID: MS08-045

Update Details

Recommendation is updated.
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 8115 - (MS10-018) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability III (980182)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0806

DISA IAVA: 2010-A-0105

Microsoft ID: MS10-018

Microsoft KB: 981374

BID: 38615

Update Details

Recommendation is updated.

 8324 - (MS10-018) Microsoft Internet Explorer Memory Corruption Vulnerability (980182)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0805

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-018

Microsoft KB: 980182

Update Details

Recommendation is updated.

 8325 - (MS10-018) Microsoft Internet Explorer HTML Rendering Memory Corruption Vulnerability (980182)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0807

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-018

Microsoft KB: 980182

Update Details

Recommendation is updated.

 8326 - (MS10-018) Microsoft Internet Explorer HTML Object Memory Corruption Vulnerability II (980182)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0492
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DISA IAVA: 2010-A-0137

Microsoft ID: MS10-018

Microsoft KB: 980182

Update Details

Recommendation is updated.

 8328 - (MS10-018) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability II (980182)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0490

DISA IAVA: 2010-A-0105

Microsoft ID: MS10-018

Microsoft KB: 980182

Update Details

Recommendation is updated.

 8329 - (MS10-018) Microsoft Internet Explorer HTML Object Memory Corruption Vulnerability (980182)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0491

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-018

Microsoft KB: 980182

Update Details

Recommendation is updated.

 8330 - (MS10-018) Microsoft Internet Explorer Race Condition Memory Corruption Vulnerability (980182)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0489

DISA IAVA: 2010-A-0105

Microsoft ID: MS10-018

Microsoft KB: 980182

Update Details

Recommendation is updated.
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 8332 - (MS10-018) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability (980182)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0267

DISA IAVA: 2010-A-0105

Microsoft ID: MS10-018

Microsoft KB: 980182

Update Details

Recommendation is updated.

 8333 - (MS10-018) Cumulative Security Update For Internet Explorer (980182)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0490, CVE-2010-0267, CVE-2010-0488, CVE-2010-0489, CVE-2010-0491, CVE-2010-0492, CVE-2010-0494,
CVE-2010-0805, CVE-2010-0806, CVE-2010-0807

Update Details

Recommendation is updated.

 8389 - (MS08-073) Cumulative Security Update For Internet Explorer (958215)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-4261, CVE-2008-4260, CVE-2008-4259, CVE-2008-4258

Update Details

Recommendation is updated.

 8394 - (MS08-078) Security Update For Internet Explorer (960714)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2008-4844

Update Details

Recommendation is updated.

 9065 - (MS10-035) Cumulative Security Update for Internet Explorer (982381)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)
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Risk Level: High

CVE: CVE-2010-1262, CVE-2010-0255, CVE-2010-1257, CVE-2010-1259, CVE-2010-1260, CVE-2010-1261

Microsoft ID: MS10-035

Microsoft KB: 982381

Update Details

Recommendation is updated.

 9078 - (MS10-035) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability (982381)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-1259

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-035

Microsoft KB: 982381

Update Details

Recommendation is updated.

 9079 - (MS10-035) Microsoft HTML Element Memory Corruption Vulnerability (982381)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-1260

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-035

Microsoft KB: 982381

Update Details

Recommendation is updated.

 9080 - (MS10-035) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability (982381) CVE-
2010-1261
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-1261

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-035

Microsoft KB: 982381

Update Details

Recommendation is updated.
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 9081 - (MS10-035) Microsoft Internet Explorer Memory Corruption Vulnerability (982381)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-1262

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-035

Microsoft KB: 982381

Update Details

Recommendation is updated.

 9635 - Oracle Application Server dbsnmp And nmo Programs Privilege Escalation Vulnerability

Category: General Vulnerability Assessment -> NonIntrusive -> Web Server

Risk Level: High

CVE: CVE-2004-1707

BID: 10829

Update Details

Recommendation is updated.

 9652 - 3Com 3CTftpSvc TFTP Server Long Mode Field Multiple Buffer Overflow Vulnerability

Category: General Vulnerability Assessment -> Intrusive -> Miscellaneous

Risk Level: High

CVE: CVE-2006-6183

BID: 21322

Update Details

Recommendation is updated.

 9699 - (MS10-053) Microsoft Internet Explorer HTML Layout Memory Corruption Vulnerability (2183461)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-2560

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-053

Microsoft KB: 2183461

Update Details

Recommendation is updated.
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 9700 - (MS10-053) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability (2183461)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-2559

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-053

Microsoft KB: 2183461

BID: 42290

Update Details

Recommendation is updated.

 9701 - (MS10-053) Microsoft Internet Explorer Race Condition Memory Corruption Vulnerability (2183461)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-2558

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-053

Microsoft KB: 2183461

Update Details

Recommendation is updated.

 9702 - (MS10-053) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability CVE-2010-
2557 (2183461)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-2557

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-053

Microsoft KB: 2183461

Update Details

Recommendation is updated.

 9703 - (MS10-053) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability CVE-2010-
2556 (2183461)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)
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Risk Level: High

CVE: CVE-2010-2556

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-053

Microsoft KB: 2183461

Update Details

Recommendation is updated.

 9704 - (MS10-053) Microsoft Internet Explorer Event Handler Cross-Domain Vulnerability (2183461)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-1258

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-053

Microsoft KB: 2183461

Update Details

Recommendation is updated.

 9723 - (MS10-053) Cumulative Security Update for Internet Explorer (2183461)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-1258, CVE-2010-2556, CVE-2010-2557, CVE-2010-2558, CVE-2010-2559, CVE-2010-2560

Update Details

Recommendation is updated.

 10322 - (MS10-071) Cumulative Security Update for Internet Explorer (2360131)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-0808, CVE-2010-3243, CVE-2010-3324, CVE-2010-3325, CVE-2010-3326, CVE-2010-3327, CVE-2010-3328,
CVE-2010-3329, CVE-2010-3330, CVE-2010-3331

Update Details

Recommendation is updated.

 10345 - (MS10-071) Microsoft Internet Explorer Autocomplete Information Disclosure (2360131)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)
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Risk Level: High

CVE: CVE-2010-0808

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-071

Microsoft KB: 2360131

Update Details

Recommendation is updated.

 10346 - (MS10-071) Microsoft Internet Explorer toStaticHTML Information Disclosure (2360131) I

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3324

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-071

Microsoft KB: 2360131

Update Details

Recommendation is updated.

 10347 - (MS10-071) Microsoft Internet Explorer toStaticHTML Information Disclosure (2360131) II

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3243

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-071

Microsoft KB: 2360131

Update Details

Recommendation is updated.

 10348 - (MS10-071) Microsoft Internet Explorer CSS Special Character Information Disclosure (2360131)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3325

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-071

Microsoft KB: 2360131

Update Details
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Recommendation is updated.

 10349 - (MS10-071) Microsoft Internet Explorer Uninitialized Memory Corruption Remote Code Execution
(2360131) I
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3326

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-071

Microsoft KB: 2360131

Update Details

Recommendation is updated.

 10350 - (MS10-071) Microsoft Internet Explorer Uninitialized Memory Corruption Remote Code Execution
(2360131) II
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3328

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-071

Microsoft KB: 2360131

Update Details

Recommendation is updated.

 10351 - (MS10-071) Microsoft Internet Explorer Anchor Element Information Disclosure (2360131)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3327

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-071

Microsoft KB: 2360131

Update Details

Recommendation is updated.

 10352 - (MS10-071) Microsoft Internet Explorer Uninitialized Memory Corruption Remote Code Execution
(2360131) III
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)
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Risk Level: High

CVE: CVE-2010-3329

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-071

Microsoft KB: 2360131

Update Details

Recommendation is updated.

 10353 - (MS10-071) Microsoft Internet Explorer Cross-Domain Information Disclosure (2360131)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3330

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-071

Microsoft KB: 2360131

Update Details

Recommendation is updated.

 10354 - (MS10-071) Microsoft Internet Explorer Uninitialized Memory Corruption (2360131) IV

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3331

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-071

Microsoft KB: 2360131

Update Details

Recommendation is updated.

 10618 - Microsoft Internet Explorer Invalid Flag Remote Code Execution (2458511)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3962

DISA IAVA: 2010-A-0174

Microsoft ID: MS10-090

Microsoft KB: 2458511

Update Details
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Recommendation is updated.

 10855 - (MS10-090) Cumulative Security Update For Internet Explorer (2416400)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3340, CVE-2010-3342, CVE-2010-3343, CVE-2010-3345, CVE-2010-3346, CVE-2010-3348, CVE-2010-3962

Update Details

Recommendation is updated.

 10890 - (MS10-090) Microsoft Internet Explorer HTML Object Memory Corruption Vulnerability CVE-2010-
3340 (2416400)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3340

DISA IAVA: 2010-A-0174

Microsoft ID: MS10-090

Microsoft KB: 2416400

Update Details

Recommendation is updated.

 10892 - (MS10-090) Microsoft Internet Explorer HTML Object Memory Corruption Vulnerability CVE-2010-
3343 (2416400)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3343

DISA IAVA: 2010-A-0174

Microsoft ID: MS10-090

Microsoft KB: 2416400

Update Details

Recommendation is updated.

 10893 - (MS10-090) Microsoft Internet Explorer HTML Object Memory Corruption Vulnerability CVE-2010-
3345 (2416400)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3345

DISA IAVA: 2010-A-0174
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Microsoft ID: MS10-090

Microsoft KB: 2416400

Update Details

Recommendation is updated.

 10894 - (MS10-090) Microsoft Internet Explorer HTML Object Memory Corruption Vulnerability CVE-2010-
3346 (2416400)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3346

DISA IAVA: 2010-A-0174

Microsoft ID: MS10-090

Microsoft KB: 2416400

Update Details

Recommendation is updated.

 11249 - (MS11-003) Microsoft Internet Explorer Uninitialized Memory Corruption I (2482017)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2011-0035

DISA IAVA: 2011-A-0020

Microsoft ID: MS11-003

Microsoft KB: 2482017

Update Details

Recommendation is updated.

 11250 - (MS11-003) Microsoft Internet Explorer Uninitialized Memory Corruption II (2482017)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2011-0036

DISA IAVA: 2011-A-0020

Microsoft ID: MS11-003

Microsoft KB: 2482017

Update Details

Recommendation is updated.
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 11267 - (MS11-003) Cumulative Security Update For Internet Explorer (2482017)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2010-3971, CVE-2011-0035, CVE-2011-0036, CVE-2011-0038

Update Details

Recommendation is updated.

 11580 - (MS11-018) Microsoft Internet Explorer Object Management Memory Corruption (2497640)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2011-1345

DISA IAVA: 2011-A-0042

Microsoft ID: MS11-018

Microsoft KB: 2497640

Update Details

Recommendation is updated.

 11754 - (MS11-018) Cumulative Security Update For Internet Explorer (2497640)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2011-0094, CVE-2011-0346, CVE-2011-1244, CVE-2011-1245, CVE-2011-1345

Update Details

Recommendation is updated.

 11787 - (MS11-018) Microsoft Internet Explorer Layouts Handling Memory Corruption (2497640)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2011-0094

DISA IAVA: 2011-A-0042

Microsoft ID: MS11-018

Microsoft KB: 2497640

Update Details

Recommendation is updated.

 11788 - (MS11-018) Microsoft Internet Explorer MSHTML Memory Corruption (2497640)



McAfee Foundstone Update

http://172.21.31.75/report-htm-2012-01-27_11-53-01.htm[1/31/2012 12:06:12 PM]

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2011-0346

DISA IAVA: 2011-A-0042

Microsoft ID: MS11-018

Microsoft KB: 2497640

BID: 45639

Update Details

Recommendation is updated.

 13024 - 3S CoDeSys Multiple Vulnerabilities

Category: Windows Host Assessment -> SCADA
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: High

CVE: CVE-2011-5009

Update Details

Recommendation is updated.

 5016 - (MS07-033) Microsoft Internet Explorer 7 Navigation Cancel Page Spoofing Vulnerability (933566)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

Check Version: 1.3637

CVE: CVE-2007-1752, CVE-2007-1499

DISA IAVA: 2007-A-0034

Microsoft ID: MS07-033

Update Details

Recommendation is updated.

 5228 - (MS07-033) Microsoft COM Object Instantiation Memory Corruption Vulnerability (933566)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

Check Version: 1.3637

CVE: CVE-2007-0218, CVE-2007-1499, CVE-2007-1750, CVE-2007-1751, CVE-2007-1752, CVE-2007-2222, CVE-2007-3027

DISA IAVA: 2007-A-0034

Microsoft ID: MS07-033

Update Details
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Recommendation is updated.

 5229 - (MS07-033) Microsoft CSS Tag Memory Corruption Vulnerability (933566)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

Check Version: 1.3637

CVE: CVE-2007-1750, CVE-2007-0218, CVE-2007-1499, CVE-2007-1751, CVE-2007-1752, CVE-2007-2222, CVE-2007-3027

DISA IAVA: 2007-A-0034

Microsoft ID: MS07-033

Update Details

Recommendation is updated.

 5354 - (MS07-057) Microsoft Internet Explorer Address Bar Spoofing Vulnerability III (939653)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

Check Version: 1.4365

CVE: CVE-2007-3826

DISA IAVA: 2007-A-0046

Microsoft ID: MS07-057

Update Details

Recommendation is updated.

 5415 - (MS07-045) Microsoft Internet Explorer CSS Memory Corruption Vulnerability (937143)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

Check Version: 1.4019

CVE: CVE-2007-0943, CVE-2007-2216, CVE-2007-3041

DISA IAVA: 2007-A-0044

Microsoft ID: MS07-045

BID: 25288

Update Details

Recommendation is updated.

 5416 - (MS07-045) Microsoft Internet Explorer ActiveX Object Vulnerability (937143)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)
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Risk Level: Medium

Check Version: 1.4019

CVE: CVE-2007-2216, CVE-2007-0943, CVE-2007-3041

DISA IAVA: 2007-A-0044

Microsoft ID: MS07-045

Update Details

Recommendation is updated.

 5417 - (MS07-045) Microsoft Internet Explorer ActiveX Object Memory Corruption Vulnerability (937143)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

Check Version: 1.4019

CVE: CVE-2007-3041, CVE-2007-0943, CVE-2007-2216

DISA IAVA: 2007-A-0044

Microsoft ID: MS07-045

Update Details

Recommendation is updated.

 5516 - (MS07-057) Microsoft Internet Explorer Address Bar Spoofing Vulnerability I (939653)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

Check Version: 1.4348

CVE: CVE-2007-3892, CVE-2007-3826, CVE-2007-1091, CVE-2007-3893

DISA IAVA: 2007-A-0046

Microsoft ID: MS07-057

BID: 24911

Update Details

Recommendation is updated.

 5520 - (MS07-057) Microsoft Internet Explorer Address Bar Spoofing Vulnerability II (939653)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

Check Version: 1.4348

CVE: CVE-2007-1091, CVE-2007-3826, CVE-2007-3892, CVE-2007-3893

DISA IAVA: 2007-A-0046

Microsoft ID: MS07-057
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Update Details

Recommendation is updated.

 5628 - (MS07-069) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability I (942615)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2007-3902, CVE-2007-3903, CVE-2007-5344, CVE-2007-5347

DISA IAVA: 2008-A-0017

Microsoft ID: MS07-069

Update Details

Recommendation is updated.

 5629 - (MS07-069) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability II (942615)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2007-3903, CVE-2007-3902, CVE-2007-5344, CVE-2007-5347

DISA IAVA: 2008-A-0017

Microsoft ID: MS07-069

Update Details

Recommendation is updated.

 5630 - (MS07-069) Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability III(942615)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2007-5344, CVE-2007-3902, CVE-2007-3903, CVE-2007-5347

DISA IAVA: 2008-A-0017

Microsoft ID: MS07-069

Update Details

Recommendation is updated.

 5631 - (MS07-069) Microsoft Internet Explorer DHTML Objects Memory Corruption Vulnerabilities (942615)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

Check Version: 1.5022

CVE: CVE-2007-5347, CVE-2007-3902, CVE-2007-3903, CVE-2007-5344
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DISA IAVA: 2008-A-0017

Microsoft ID: MS07-069

Update Details

Recommendation is updated.

 5701 - (MS08-010) Microsoft HTML Rendering Memory Corruption Vulnerability (944533)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-0076, CVE-2007-4790, CVE-2008-0077, CVE-2008-0078

DISA IAVA: 2008-A-0017

Microsoft ID: MS08-010

Update Details

Recommendation is updated.

 5702 - (MS08-010) Microsoft Property Memory Corruption Vulnerability (944533)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-0077, CVE-2007-4790, CVE-2008-0076, CVE-2008-0078

DISA IAVA: 2008-A-0017

Microsoft ID: MS08-010

Update Details

Recommendation is updated.

 5703 - (MS08-010) Microsoft Argument Handling Memory Corruption Vulnerability (944533)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-0078, CVE-2007-4790, CVE-2008-0076, CVE-2008-0077

DISA IAVA: 2008-A-0017

Microsoft ID: MS08-010

Update Details

Recommendation is updated.

 5704 - (MS08-010) Microsoft ActiveX Object Memory Corruption Vulnerability (944533)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium
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CVE: CVE-2007-4790, CVE-2008-0076, CVE-2008-0077, CVE-2008-0078

DISA IAVA: 2008-A-0017

Microsoft ID: MS08-010

BID: 25571

Update Details

Recommendation is updated.

 5806 - (MS08-024) Microsoft Data Stream Handling Memory Corruption Vulnerability (947864)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-1085

DISA IAVA: 2008-A-0017

Microsoft ID: MS08-024

BID: 28552

Update Details

Recommendation is updated.

 5920 - (MS08-031) Microsoft HTML Objects Memory Corruption Vulnerability (950759)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-1442, CVE-2008-1544

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-031

BID: 29556

Update Details

Recommendation is updated.

 5921 - (MS08-031) Microsoft Request Header Cross-Domain Information Disclosure Vulnerability (950759)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-1544, CVE-2008-1442

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-031

Update Details

Recommendation is updated.
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 6052 - (MS08-045) Microsoft HTML Objects Memory Corruption Vulnerability I (953838)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-2254, CVE-2007-2258, CVE-2008-2255, CVE-2008-2256, CVE-2008-2257, CVE-2008-2258, CVE-2008-2259

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-045

Update Details

Recommendation is updated.

 6053 - (MS08-045) Microsoft HTML Objects Memory Corruption Vulnerability II (953838)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-2255 , CVE-2007-2258, CVE-2008-2254, CVE-2008-2256, CVE-2008-2257, CVE-2008-2258, CVE-2008-2259

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-045

Update Details

Recommendation is updated.

 6054 - (MS08-045) Microsoft Uninitialized Memory Corruption Vulnerability (953838)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-2256, CVE-2007-2258, CVE-2008-2254, CVE-2008-2255, CVE-2008-2257, CVE-2008-2258, CVE-2008-2259

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-045

Update Details

Recommendation is updated.

 6055 - (MS08-045) Microsoft HTML Objects Memory Corruption Vulnerability III (953838)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-2257 , CVE-2007-2258, CVE-2008-2254, CVE-2008-2255, CVE-2008-2256, CVE-2008-2258, CVE-2008-2259

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-045

Update Details
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Recommendation is updated.

 6056 - (MS08-045) Microsoft HTML Objects Memory Corruption Vulnerability IV (953838)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2007-2258, CVE-2008-2254, CVE-2008-2255, CVE-2008-2256, CVE-2008-2257, CVE-2008-2258, CVE-2008-2259

Microsoft ID: MS08-045

Update Details

Recommendation is updated.

 6057 - (MS08-045) Microsoft Component Handling Memory Corruption Vulnerability (953838)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-2259 , CVE-2007-2258, CVE-2008-2254, CVE-2008-2255, CVE-2008-2256, CVE-2008-2257, CVE-2008-2258

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-045

Update Details

Recommendation is updated.

 6172 - (MS08-058) Microsoft HTML Tag Element Cross-Domain Information Disclosure Vulnerability
(956390)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-3472

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-058

Update Details

Recommendation is updated.

 6173 - (MS08-058) Microsoft Source Element Cross-Domain Information Disclosure Vulnerability (956390)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-3473

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-058
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Update Details

Recommendation is updated.

 6174 - (MS08-058) Microsoft Window Location Property Cross-Domain Information Disclosure Vulnerability
(956390)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-2947

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-058

Update Details

Recommendation is updated.

 6175 - (MS08-058) Microsoft Uninitialized Memory Corruption Vulnerability (956390)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-3475

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-058

Update Details

Recommendation is updated.

 6176 - (MS08-058) Microsoft HTML Objects Memory Corruption Vulnerability (956390)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-3476

DISA IAVA: 2008-A-0087

Microsoft ID: MS08-058

Update Details

Recommendation is updated.

 6177 - (MS08-058) Microsoft Internet Explorer CPeerHolder::CPeerSite::QueryService() Vulnerability
(KB956390)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-3472

DISA IAVA: 2008-A-0087



McAfee Foundstone Update

http://172.21.31.75/report-htm-2012-01-27_11-53-01.htm[1/31/2012 12:06:12 PM]

Microsoft ID: MS08-058

Update Details

Recommendation is updated.

 6744 - (MS09-019) Microsoft Internet Explorer Cross-Domain Information Disclosure Vulnerability (969897)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2009-1140

DISA IAVA: 2009-A-0127

Microsoft ID: MS09-019

Update Details

Recommendation is updated.

 6750 - (MS09-019) Microsoft Internet Explorer Race Condition Cross-Domain Information Disclosure
Vulnerability (969897)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2007-3091

DISA IAVA: 2009-A-0127

Microsoft ID: MS09-019

BID: 24283

Update Details

Recommendation is updated.

 7227 - (MS09-058) Vulnerabilities In Windows Kernel Could Allow Elevation of Privilege (971486)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2009-2517, CVE-2009-2515, CVE-2009-2516

Update Details

Recommendation is updated.

 7723 - (MS10-002) Microsoft Internet Explorer XSS Filter Script Handling Vulnerability (978207)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2009-4074
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DISA IAVA: 2010-A-0014

Microsoft ID: MS10-002

Microsoft KB: 978207

Update Details

Recommendation is updated.

 8020 - (MS08-058) Cumulative Security Update For Internet Explorer (956390)

Category: Windows Host Assessment -> Patches Only
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2008-2947, CVE-2008-3472, CVE-2008-3473, CVE-2008-3474, CVE-2008-3475, CVE-2008-3476

Update Details

Recommendation is updated.

 8327 - (MS10-018) Microsoft Internet Explorer HTML Element Cross-Domain Vulnerability (980182)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2010-0494

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-018

Microsoft KB: 980182

Update Details

Recommendation is updated.

 8331 - (MS10-018) Microsoft Internet Explorer Post Encoding Information Disclosure Vulnerability (980182)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2010-0488

DISA IAVA: 2010-A-0105

Microsoft ID: MS10-018

Microsoft KB: 980182

Update Details

Recommendation is updated.

 9077 - (MS10-035) Microsoft Internet Explorer toStaticHTML Information Disclosure Vulnerability (982381)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)
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Risk Level: Medium

CVE: CVE-2010-1257

DISA IAVA: 2010-A-0137

Microsoft ID: MS10-035

Update Details

Recommendation is updated.

 9632 - Oracle Application Server HTTP Request Smuggling Vulnerability

Category: General Vulnerability Assessment -> NonIntrusive -> Web Server

Risk Level: Medium

CVE: CVE-2005-2093

Update Details

Recommendation is updated.

 10891 - (MS10-090) Microsoft Internet Explorer Cross-Domain Information Disclosure Vulnerability CVE-
2010-3342 (2416400)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2010-3342

DISA IAVA: 2010-A-0174

Microsoft ID: MS10-090

Microsoft KB: 2416400

Update Details

Recommendation is updated.

 10895 - (MS10-090) Microsoft Internet Explorer Cross-Domain Information Disclosure Vulnerability CVE-
2010-3348 (2416400)
Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2010-3348

DISA IAVA: 2010-A-0174

Microsoft ID: MS10-090

Microsoft KB: 2416400

Update Details

Recommendation is updated.

 11251 - (MS11-003) Microsoft Internet Explorer Insecure Library Loading (2482017)
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Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2011-0038

DISA IAVA: 2011-A-0020

Microsoft ID: MS11-003

Microsoft KB: 2482017

Update Details

Recommendation is updated.

 11789 - (MS11-018) Microsoft Internet Explorer Frame Tag Information Disclosure (2497640)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2011-1244

DISA IAVA: 2011-A-0042

Microsoft ID: MS11-018

Microsoft KB: 2497640

Update Details

Recommendation is updated.

 11828 - (MS11-018) Microsoft Internet Explorer Javascript Information Disclosure (2497640)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Medium

CVE: CVE-2011-1245

DISA IAVA: 2011-A-0042

Microsoft ID: MS11-018

Microsoft KB: 2497640

Update Details

Recommendation is updated.

 13008 - WordPress Bonus Theme s Parameter Cross Site Scripting Vulnerability

Category: General Vulnerability Assessment -> NonIntrusive -> Web Server

Risk Level: Medium

BID: 50527

Update Details

Recommendation is updated.



McAfee Foundstone Update

http://172.21.31.75/report-htm-2012-01-27_11-53-01.htm[1/31/2012 12:06:12 PM]

 13009 - WordPress Simple Balance Theme s Parameter Cross Site Scripting Vulnerability

Category: General Vulnerability Assessment -> NonIntrusive -> Web Server

Risk Level: Medium

Update Details

Recommendation is updated.

 13116 - WordPress UPM Polls Plugin PID SQL Injection Vulnerability

Category: General Vulnerability Assessment -> NonIntrusive -> Web Server

Risk Level: Medium

BID: 51007

Update Details

Recommendation is updated.

 833 - IRC Server Detected

Category: General Vulnerability Assessment -> NonIntrusive -> Potentially Unwanted Programs

Risk Level: Low

Check Version: 1.1000

Update Details

CVE is updated.

 2196 - UUCP Daemon is Running

Category: General Vulnerability Assessment -> NonIntrusive -> UNIX

Risk Level: Low

Update Details

CVE is updated.

 4837 - (MS07-021) Microsoft CSRSS DoS Vulnerability (930178)

Category: Windows Host Assessment -> Patches and Hotfixes
(CATEGORY REQUIRES CREDENTIALS)

Risk Level: Low

Check Version: 1.2870

CVE: CVE-2006-6797, CVE-2006-6696, CVE-2007-1209

DISA IAVA: 2007-B-0009

Microsoft ID: MS07-021

Update Details

Recommendation is updated.
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 9630 - Oracle Application Server Single Sign-On Login Page Spoofing Vulnerability

Category: General Vulnerability Assessment -> NonIntrusive -> Web Server

Risk Level: Low

CVE: CVE-2004-1877

BID: 10009

Update Details

Recommendation is updated.

 1315 - RPC snmp

Category: General Vulnerability Assessment -> NonIntrusive -> UNIX

Risk Level: Informational

Check Version: 1.2

DISA IAVA: 2002-T-SNMP-003,2002-T-SNMP-002,2002-T-SNMP-001,2002-B-SNMP-002

Update Details

CVE is updated.

 1923 - Microsoft SQL TCP Listener Detected

Category: General Vulnerability Assessment -> NonIntrusive -> Windows

Risk Level: Informational

Check Version: 1.3

DISA IAVA: 2003-T-0004,2003-A-0001(v1),2002-T-0006,2002-T-0005,2002-T-0001

Update Details

CVE is updated.

 2570 - LDAP Service Detected

Category: General Vulnerability Assessment -> NonIntrusive -> Miscellaneous

Risk Level: Informational

Update Details

CVE is updated.

 10808 - systat Service Detected

Category: General Vulnerability Assessment -> NonIntrusive -> UNIX

Risk Level: Informational

Update Details

CVE is updated.
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 70086 - oracle.fasl3.inc

Category: General Vulnerability Assessment -> NonIntrusive -> Invalid Category

Risk Level: Informational

Update Details

FASLScript is updated.

HOW TO UPDATE
FS1000 APPLIANCE customers should follow the instructions for Enterprise/Professional customers, below. In addition, we strongly
urge all appliance customers to authorize and install any Windows Update critical patches. The appliance will auto-download any
critical updates but will wait for your explicit authorization before installing. 

FOUNDSTONE ENTERPRISE and PROFESSIONAL customers may obtain these new scripts using the FSUpdate Utility by
selecting "FoundScan Update" on the help menu. Make sure that you have a valid FSUpdate username and password. The new
vulnerability scripts will be automatically included in your scans if you have selected that option by right-clicking the selected
vulnerability category and checking the "Run New Checks" checkbox. 

MANAGED SERVICE CUSTOMERS already have the newest update applied to their environment. The new vulnerability scripts
will be automatically included when your scans are next scheduled, provided the Run New Scripts option has been turned on.

MCAFEE TECHNICAL SUPPORT
ServicePortal: https://mysupport.mcafee.com
Multi-National Phone Support available here:

http://www.mcafee.com/us/about/contact/index.html
Non-US customers - Select your country from the list of Worldwide Offices.

This email may contain confidential and privileged material for the sole use of the intended recipient. Any review or distribution by
others is strictly prohibited. If you are not the intended recipient please contact the sender and delete all copies.
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