
 
 

McAfee Host Intrusion Prevention Content 6894 

Release Notes | 2016-03-08 

Below is the updated signature information for the McAfee Host Intrusion Prevention 7.0/8.0 

content (version 6894) 

Updated Windows Signatures 

 
 

[Updated]Signature 6070: Hidden Powershell detected 

(BZ #1122793) 

Description: 

- This signature has been modified to support detailed  logging. 

 

[Updated]Signature 3852: ASP.NET Null Byte Termination Vulnerability 

(BZ #1121872) 

Description: 

- This signature has been modified to fix false positives on IIS 8. 

 

 

Existing coverage for New Vulnerabilities 

 
 

Coverage by GBOP: HIP GBOP Signatures 428, 6012, 6013 and 6014 are expected to 

cover the below vulnerabilities: 

- CVE-2016-0091 

 

Coverage by GBOP: HIP GBOP Signatures 428, 1145, 6012, 6013 and 6014 are expected 

to cover the below vulnerabilities: 

- CVE-2016-0098 

- CVE-2016-0101 

 

Coverage by GBOP: HIP GBOP Signatures 428, 3754, 6012, 6013 and 6014 are expected 

to cover the below vulnerabilities: 

- CVE-2016-0021 

- CVE-2016-0092 

- CVE-2016-0134 



Coverage by GBOP: HIP GBOP Signatures 428, 1146, 6012, 6013 and 6014 are expected 

to cover the below vulnerabilities: 

- CVE-2016-0103 

- CVE-2016-0104 

- CVE-2016-0105 

- CVE-2016-0106 

- CVE-2016-0107 

- CVE-2016-0108 

- CVE-2016-0109 

- CVE-2016-0110 

- CVE-2016-0111 

- CVE-2016-0112 

- CVE-2016-0113 

- CVE-2016-0114 

 

Coverage by GPEP: HIP Generic Privilege Escalation Prevention (Signature 6052) is 

expected to cover the below vulnerabilities: 

- CVE-2016-0093 

- CVE-2016-0094 

- CVE-2016-0095 

- CVE-2016-0096 

 
 

How  to Update 

You need to check in the update package to the ePO Repository, and then send the 

updated information to the agents. Please refer to ‘Updating’ in Chapter 8 of ‘Host 

Intrusion Prevention Product Guide’ 


